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	MEMORANDUM


DATE:
April 1, 2009
FROM:
Kristen Rosati, Esq.


Coppersmith Gordon Schermer & Brockelman, PLC

RE:
Legal Review for the HISPC Phase III Adoption of Standard Policies Collaborative:  Identification of Federal and Cross-State Legal Issues in Authentication and Audit Security Policies for Health Information Exchange 

The charge of the Adoption of Standard Policies Collaborative (ASPC) is to develop a set of basic policy requirements for authentication and audit for health information exchange (HIE).  Through this work, the ASPC hopes to develop processes to help establish trust and bridge the policy differences between different HIE models.
The purpose of this legal report is to discuss federal and potential state legal issues that affect key components of authentication and audit policies in HIE.  This work is intended as a general reference source and is not meant to provide legal advice to any person or entity that receives a copy of the work.  Readers should consult with competent counsel to determine applicable legal requirements.
I.
Introduction
Each state participating in the ASPC worked on key components or elements of their proposed authentication and audit policies that would be applicable to health information organizations (HIOs) or otherwise applicable to the health information exchange (HIE) process in their states.  Coming out of that work, the ASPC states worked to develop minimum policy requirements for authentication and audit, to be used across the country to facilitate cross-state HIE.
From the voluminous and carefully considered content in the individual state reports regarding their policies, the Minimum Policy Requirements negotiated by the states, and the final Uniform Security Policy and the Guide to Adoption of Uniform Security Policy, it is obvious that the states participating in the ASPC have put an enormous amount of work into this project.  Crafting security policies through a fact-finding and a consensus-based process with stakeholders is hard work, and the ASPC participants should be commended for the work they accomplished.
In this memorandum, I explain various federal statutes and regulations that affect policies for authentication and audit.  I also outline a variety of state legal issues that may affect authentication and audit policies to provide guidance to other states that will consider adopting the ASPC’s Uniform Security Policy.  Because a 50-state law analysis was outside the scope of this project, to demonstrate an analysis of state legal issues, I examined Arizona law applicable for each issue.  Analyses in other states could take a similar approach, but may result in different conclusions.  Specifically, this report evaluates the following legal issues:
· HIPAA Privacy and Security, including new developments in the Health Information Technology for Economic and Clinical Health Act (the HITECH Act)

· Notification of breach requirements under the HITECH Act

· Clinical Laboratory Improvement Amendments (CLIA)

· Substance abuse treatment regulations

· FTC Red Flag Rules

· E-SIGN

· Proposed DEA regulations

· State laws that impose authentication and audit requirements in health care, such as
· statutes or regulations that govern HIOs or the entities participating in HIE;

· medical record confidentiality statutes or regulations;

· health care institution licensing statutes or regulations; and
· pharmacy statutes or regulations that govern e-prescribing

· State laws that impose authentication and audit requirements for all businesses, such as: 
· state security breach reporting requirements; 
· state statutes implementing the Uniform Electronic Transactions Act
· State medical record confidentiality statutes

· State laws regarding social security numbers

· State tort and constitutional laws, including those relating to:

· tortious invasion of privacy;

· state constitutional right to privacy;

· HIPAA as the standard of care in negligence actions;

· negligence per se claims; and
· negligence for transmittal of incomplete information.

Because responding to negative audit findings is an important element of a rigorous security policy, Coppersmith Gordon also developed proposed legislation to govern the accountability and enforcement in HIE.  This proposed legislation, along with Coppersmith Gordon’s research regarding accountability and enforcement mechanisms across the country, is made available through a separate report. 

II.
The Basics of Authentication and Audit
To assist in review of this report, this section sets forth a basic description of authentication and audit functionality.  I also recommend that readers review documents produced by the Connecting for Health Framework on authentication and audit, which are very helpful descriptions of the process and basic requirements.

Authentication is the process of an individual proving he is who he says he is before being allowed access to health information.  As described in the Connecting for Health Common Framework report, “[a]uthentication is a way of allowing a user to prove that he is who he claims to be.  The simplest form of authentication is in the providing of any identity token plus a secret of some sort, such as a bank card + PIN, or a username  + password or phrase.”
 The process of authentication requires the issuance of an identifier:

An identifier is an attribute that points unambiguously and uniquely to an identity.  In practice, the person identifier will often be an employee ID Number, or, possibly, a login name guaranteed unique within the scope of the institution.  It is critical that such identifiers not be re-issued to other, later users.  If “jsmith” is used as an identifier, all future John or Jane Smiths must be issued a different identifier.

Within the context of the ASPC’s work, the term “audit” refers to the process of examining certain defined activity within the health information exchange to monitor whether access to the HIO has been appropriate.  (Audit may also refer to the concept of a compliance review of all security policies and their implementation, such as emergency backup plans, training on security, etc., but that is beyond the scope of work for the ASPC.)  As noted in the publication, “Information Security Audits”: 

Audit logs are one part of [controls that record and examine activity in electronic health information systems] and are used to document access to data, changes or additions to records, sometimes physical access to a secure facility, etc.  An important part of any audit is a review of who accessed what when, was access appropriate and if modifications were made.  This is needed to make sure access is appropriate, data is protected against inappropriate viewing or modifications, and procedures/process are being followed—all of which are sound business practices.

An audit log is merely an electronic record or a catalog of actions taken.  Audit tools to work with audit logs are helpful to sort through what can be an intimidating and, in aggregated [form], useless mound of data.  Audit tools assist the auditor and the practitioner in keeping an eye on ongoing activity as well as background for an at least annual full compliance audit.

This audit functionality is essential to ensuring accountability in health information exchange, to ensure that the HIO knows what individual accessed what information and when, and then has some process for evaluating whether that access was appropriate under the rules of the HIO.
III.
Legal Analysis

A.
Federal Law

Current federal law contains very few specific requirements related to technical requirements for authentication and audit of access to health information, but instead requires safeguards based on an environment-specific analysis of the risks to health information in the particular system.  Federal law does contain requirements related to when individual permission is required to access certain information; to the extent the HIO is charged with evaluating whether individual permission has been granted for a particular user to see particular information (i.e. role-based access), that federal law may affect the authentication and audit processes employed by the HIO.  Moreover, evolving federal regulations such as the proposed DEA regulations for e-prescribing of controlled substances may in the future contain specific authentication and audit requirements.
In this section, I discuss the requirements of the HIPAA Privacy Standards and the HIPAA Security Standards (as amended by the new HITECH Act), the new HITECH Act notification of breach requirements, the Clinical Laboratory Improvement Amendments (CLIA) and its regulations, the federal substance abuse treatment regulations (the “Part 2” regulations), the Federal Trade Commission’s new Red Flag Rules, the federal E-SIGN law, and the proposed DEA regulations governing e-prescribing of controlled substances. 

1.
HIPAA Privacy Standards

a.
Rules Related to Authentication and Audit

The HIPAA Privacy Standards, found at 45 C.F.R. Part 160 and Part 164, Subpart E, contain a basic requirement that a HIPAA covered entity adopt “appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information [PHI].”
  Specifically, covered entities are required to implement safeguards against any intentional or unintentional use or disclosure of PHI in violation of the rules and to “limit incidental uses or disclosures made pursuant to an otherwise permitted or required use or disclosure.”
  These requirements apply to covered entities participating in HIE, including hospitals, other institutional providers, most physicians, health care clearinghouses, health plans, and Part D prescription drug plans.
  

The HIPAA Privacy Standards also require HIPAA covered entities to include contractually-binding requirements in agreements with individuals and entities acting as “business associates.”  Simply explained, business associates are third parties that receive PHI in order to perform a function on behalf of a covered entity.
 Business associate agreements must require business associates to “[u]se appropriate safeguards to prevent use or disclosure of the information other than as provided for by its contract.”
 The Health Information Technology for Economic and Clinical Health Act (the HITECH Act), part of the American Recovery and Reinvestment Act of 2009 (the stimulus bill), provides that health information exchange organizations, regional health information organizations, e-prescribing gateways, or vendors that contract with a HIPAA covered entity to allow that covered entity to offer a personal health record to patients as part of its EHR, are business associates if they require access to PHI on a routine basis.
 Under the HITECH Act, the Department of Health and Human Services (HHS) and State Attorneys General will have the ability to enforce the contractual obligations of business associates, through application of civil and criminal penalties.
 
The HIPAA Privacy Standards and the Preamble to the regulations (the explanatory information published by the HHS concurrently with the rule), do not contain any description of the particular security practices that would be required for “appropriate administrative, technical, and physical safeguards.” So, the HIPAA Privacy Standards do not specifically address authentication or audit requirements, although an effective manner of authenticating individuals before access to electronic PHI (EPHI) and auditing that access surely would be required as part of appropriate safeguards.  An HIO should do an assessment regarding whether the ASPC Uniform Security Policy is appropriate for its particular architecture and functionality, to ensure that the HIO is following “appropriate administrative, technical, and physical safeguards.”  

b.
Rules on Access to PHI

The HIPAA Privacy Standards contain extensive rules regarding when a HIPAA covered entity may use or disclose PHI with the individual’s permission (called an “authorization” under HIPAA).  While a complete discussion of the HIPAA rules on use and disclosure is beyond the scope of this paper, briefly summarized, HIPAA permits the use and disclosure of PHI without authorization for treatment, payment, and “health care operations” (many of the basic business processes of health care entities),
 as well as many disclosures for public purposes such as public health activities and child abuse reporting.
  
If an HIO is permitting access to the PHI in the exchange for purposes other than treatment, payment and health care operations, then individual authorization may be required for access under HIPAA.
  So, the HIO should evaluate the purposes for which access is allowed, and then determine based on legal advice whether individual authorization is required before access, for purposes of implementing role-based access rules. 

c.
Rules on Accounting for Disclosures of PHI

The HIPAA Privacy Rule currently requires covered entities to provide an “accounting” of disclosures of an individual’s PHI at his or her request, but provides an exception for disclosures made for treatment, payment and health care operations (and a few other reasons).  If disclosures are made from an HIO for purposes other than treatment, payment and health care operations, those disclosures should be tracked by the HIO in order to provide the accounting information to individual.  An audit trail of information about disclosures from the HIO should capture information that would enable compliance with this HIPAA accounting requirement. 

In addition, this accounting obligation will expand in a few years under the new HITECH Act.  Section 13405(c) of the HITECH Act provides that disclosures through an electronic health record
 by a covered entity for treatment, payment and health care operations purposes must be included in the accounting.  The Act also requires that disclosures for treatment, payment or health care operations made by business associates “on behalf of the covered entity” must be included in the accounting.  HIOs should consult with their counsel about whether the HIO architecture would meet the definition of an “electronic health record” under the HITECH Act, and whether disclosures from the HIO would be “on behalf of” the covered entity.  If HIO disclosures should be included, the covered entity may provide the information to the individual; alternatively, the covered entity may provide to individuals a list of the business associates acting on behalf of the covered entity, at which point the business associate would be required to provide the accounting information directly to the requesting individual. 
This new accounting requirement applies on January 1, 2014, for entities that acquired an electronic health record before the first of this year, and on January 1, 2011, for entities that acquire an EHR after the first of this year; HHS may delay this by two years through regulation.  HHS is required to issue regulations on this issue by June 2010; these regulations presumably will have substantially more detail on what information will need to be included in the accounting.  Covered entities and HIOs should examine their audit trails to determine whether they are capturing the information that must be included in the accounting.  
2.
The HIPAA Security Standards
The HIPAA Security Standards contain more specific requirements for authentication and audit than do the HIPAA Privacy Standards, but still do not provide detailed guidance for covered entities or their business associates.  This lack of specific requirements provides important flexibility in implementing security policies that accommodate different types of environments, but also makes the coordination of policies between covered entities—and between HIOs—challenging because different security risk analyses may lead to different requirements.

Generally, the Security Standards outline four requirements: (1) to ensure the confidentiality, integrity, and availability of all EPHI the entity creates, receives, maintains, or transmits; (2) to protect against any reasonably anticipated threats or hazards to the security or integrity of such information;  (3) to protect against any reasonably anticipated uses or disclosures of the information that are not permitted under the Privacy Standards; and (4) to ensure that the entity’s workforce complies with the Security Standards.
 The regulations specifically provide for flexibility of approach:  a covered entity “may use any security measures that allow the covered entity to reasonably and appropriately implement” the regulatory requirements by taking into account: (1) the size, complexity and capabilities of the covered entity; (2) the technical infrastructure, hardware and software security capabilities; (3) the costs of the security measures; and (4) the probability and criticality of potential risks to EPHI.

These general requirements are implemented through required “standards” and “implementation specifications.”  The standards are divided into the following categories: 

· Administrative safeguards: “the administrative functions that should be implemented to meet the security standards [including] assignment or delegation of security responsibility to an individual and security training requirements”;
 

· Physical safeguards: “the mechanisms required to protect electronic systems, equipment and the data they hold, from threats, environmental hazards and unauthorized intrusion [including] restricting access to EPHI and retaining off site computer backups”;
 and 

· Technical safeguards: “the automated processes used to protect data and control access to data [including] using authentication controls to verify that the person signing onto a computer is authorized to access that EPHI, or encrypting and decrypting data as it is being stored and/or transmitted” ;

· Policies and documentation requirements.

Many of the standards are accompanied by “implementation specifications,” which provide more detailed instructions for implementing the standards.  As part of the regulators’ attempts to allow more flexibility in complying with the Security Standards, these implementation specifications are either “required” or “addressable.”  The “required” specifications must be implemented as stated in the regulation.
  However, an entity has more flexibility in dealing with the implementation specifications designated as “addressable”; in that case, the covered entity must perform a security risk assessment of whether the specification is a reasonable and appropriate safeguard in its environment, comparing the specification to its likely contribution to protecting the entity’s EPHI.  Once the entity has completed an assessment for an addressable specification, an entity may choose, as it deems reasonable and appropriate, to take either of the following actions:  (1) implement the specification; or (2) if the specification is not reasonable and appropriate for its environment, document why not and implement a reasonable and appropriate alternative measure that addresses the general standard in a different way.
  

a.
Authentication Requirements

There are a number of standards and implementation specifications that are relevant to the authentication process.  First, 45 C.F.R. § 164.308(a)(4)(i), related to information access management, requires policies and procedures for authorizing access to EPHI, so that access to EPHI is consistent with the HIPAA Privacy Standards’ substantive requirements on who can see what EPHI for what purpose.  The implementation specifications in § 164.308(a)(4)(ii) require: 
(B) Access authorization (Addressable).  Implement policies and procedures for granting access to electronic protected health information, for example, through access to a workstation, transaction, program, process, or other mechanism.

(C) Access establishment and modification (Addressable).  Implement policies and procedures that, based upon the entity’s access authorization policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.

Second, the standard in 45 C.F.R. § 164.312(a)(1), related to implementing access controls, requires a covered entity to “[i]mplement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in § 164.308(a)(4).”  The implementation specification relevant to authentication requires a covered entity to assign a unique name or number for identifying and tracking user identity.
 This is a required implementation specification.  The Centers for Medicare and Medicaid Services (CMS) publication, “Security Standards:  Technical Safeguards”
 explains that:

User identification is a way to identify a specific user of an information system, typically by name and/or number.  A unique user identifier allows an entity to track specific user activity when that user is logged into an information system.  It enables an entity to hold users accountable for functions performed on information systems with EPHI when logged into those systems.

The Rule does not describe or provide a single format for user identification.  Covered entities must determine the best user identification strategy based on their workforce and operations.  Some organizations may use the employee name or a variation of the name (e.g., jsmith).  However, other organizations may choose an alternative such as assignment of a set of random numbers and characters.  A randomly assigned user identifier is more difficult for an unauthorized user (e.g., a hacker) to guess, but may also be more difficult for authorized users to remember and management to recognize.  The organization must weigh these factors when making its decision.  Regardless of the format, unlike email addresses, no one other than the user needs to remember the user identifier.

Third, the standard in 45 C.F.R. § 164.312(d) requires authentication of persons or entities accessing EPHI.  It requires “procedures to verify that a person or entity seeking access to electronic protected health information is the one claimed.”  This standard does not contain implementation specifications.  In its publication, “Security Standards:  Technical Safeguards,”
 CMS explains:

In general, authentication ensures that a person is in fact who he or she claims to be before being allowed access to EPHI.  This is accomplished by providing proof of identity.  There are a few basic ways to provide proof of identity for authentication.  A covered entity may:

· Require something known only to that individual, such as a password or PIN.

· Require something that individuals possess, such as a smart card, a token, or a key.

· Require something unique to the individual such as a biometric.  Examples of biometrics include fingerprints, voice patterns, facial patterns or iris patterns.

Most covered entities use one of the first two methods of authentication.  Many small provider offices rely on a password or PIN to authenticate the user.  If the authentication credentials entered into an information system match those stored in that system, the user is authenticated.  Once properly authenticated, the user is granted the authorized access privileges to perform functions and access EPHI.  Although the password is the most common way to obtain authentication to an information system and the easiest to establish, covered entities may want to explore other authentication methods. 

b.
Audit Requirements

For audit, the HIPAA Security Standards contain three regulations that require a covered entity to implement an audit program to monitor access to EPHI.  First, covered entities are required to have “hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.”
  There are no implementation specifications that further detail this standard.  The Preamble to the HIPAA Security Standards explains that HHS expects covered entities to have audit controls in place as a technical safeguard, but that covered entities “have flexibility to implement the standard in a manner appropriate to their needs as deemed necessary by their own risk analyses.”
  The CMS publication, “Security Safeguards:  Technical Safeguards”
 explains: 

It is important to point out that the Security Rule does not identify data that must be gathered by the audit controls or how often the audit reports should be reviewed.  A covered entity must consider its risk analysis and organizational factors, such as current technical infrastructure, hardware and software security capabilities, to determine reasonable and appropriate audit controls for information systems that contain or use EPHI.

Second, the Security Standards require procedures to “regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports.”
 Here, too, the specific procedures adopted depend on the covered entity’s risk analysis:  “The extent, frequency, and nature of the reviews would be determined by the covered entity’s security environment.”
  Third, the Security Standards require procedures for monitoring log-in attempts and reporting discrepancies.

Like the HIPAA Privacy Standards, the Security Standards also require covered entities to contain security requirements in their business associate agreements.  The Security Standards permit a covered entity to disclose EPHI to its business associate if it obtains a contract in which the business associate agrees to:

(A)
Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of the covered entity as required by this subpart;

(B)
Ensure that any agent, including a subcontractor, to whom it provides such information agrees to implement reasonable and appropriate safeguards to protect it;

(C)
Report to the covered entity any security incident of which it becomes aware; 

(D)
Authorize termination of the contract by the covered entity, if the covered entity determines that the business associate has violated a material term of the contract.

While the regulations require a business associate to contractually agree to implement administrative, physical and technical safeguards to protect EPHI, the regulations at this time do not require a business associate to agree to comply with all of the detailed requirements of the Security Standards.
  However, under the HITECH Act amendments to the HIPAA Security Rule, many provisions in the Security Rule will apply directly to business associates on February 17, 2010, a year from the date of enactment.

Moreover, the Security Standards are now being more rigorously enforced by the HHS Office of Inspector General (OIG) on behalf of CMS against covered entities.  As noted in “Information Security Audits”: 

a recent change in government oversight needs to be taken into account by all organizations, especially HIPAA covered entities.  Up until 2007 all HIPAA security enforcement centered on complaints filed with the Center for Medicare and Medicaid Services (CMS).  The Office of Inspector General (OIG) on behalf of CMS conducted its first HIPAA security audit at Piedmont Hospital in Georgia.  OIG plans to conduct additional random HIPAA security audits during 2008.

Then, on October 27, 2008, the OIG issued a report, “Nationwide Review of the Centers for Medicare & Medicaid Services Health Insurance Portability and Accountability Act of 1996 Oversight,”
 which criticized CMS’s oversight and enforcement of the HIPAA Security Standards.  The OIG stated:

Ongoing Office of Inspector General audits of various hospitals nationwide indicate that CMS needs to become more proactive in overseeing and enforcing implementation of the HIPAA Security Rule by focusing on compliance reviews.  Preliminary results of these audits show numerous, significant vulnerabilities in the systems and controls intended to protect ePHI at covered entities.  These vulnerabilities place the confidentiality and integrity of ePHI at high risk.  During our audit, CMS began taking steps to conduct compliance reviews.  After we completed our fieldwork but before we issued our report, CMS executed a contract to conduct compliance reviews at covered entities.

The HITECH Act will require HHS to conduct periodic audits of both covered entities and their business associates.
  It also increases the civil penalties, 
  and provides enforcement authority to State Attorneys General to enforce the HIPAA Privacy and Security Rules, including seeking injunctions, damages on behalf of individuals, and attorneys’ fees.
  These new penalties and State AG enforcement authority are effective immediately.
In its Uniform Security Policy, the ASPC has proposed minimum standards for HIOs to include in their authentication and audit policies.  These minimum policy components meet the terms of the HIPAA Security Standards, as long as when they are implemented by an HIO, the HIO conducts a security risk assessment of its particular environment and concludes that these minimum policy components adequately protect EPHI in the HIO’s system.  The specifics of an HIO’s authentication and audit practice should be established after a risk assessment of its environment, based on an analysis of (1) the size, complexity and capabilities of the HIO; (2) the technical infrastructure, hardware and software security capabilities; (3) the costs of the security measures; and (4) the probability and criticality of potential risks to EPHI.  
3.
Notification in the Case of Breach:  HITECH Act

Section 13402 of the HITECH Act creates a new federal notification of breach requirement for HIPAA covered entities and their business associates.  HHS must issue interim final regulations to implement this section within 180 days, or by August 16, 2009.  Covered entities and business associates then will be required to comply with the Act’s breach reporting requirements for breaches discovered starting 30 days after HHS issues regulations.

This section requires a covered entity that “accesses, maintains, retains, modifies, records, stores, destroys, or otherwise holds, uses, or discloses unsecured protected health information” to “notify each individual whose unsecured protected health information has been, or is reasonably believed by the covered entity to have been, accessed, acquired, or disclosed as a result of such breach.”  A covered entity’s business associate is required to notify the covered entity of such breach by the business associate.

This new reporting requirement hinges on two important definitions:

· Unsecured protected health information:  Section 13402(h) defines this term as PHI that is not secured through the use of a technology or methodology specified by HHS guidance.  HHS is required to issue annual guidance, starting May 16, 2009, regarding the technologies and methodologies that render PHI “unusable, unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a standards developing organization that is accredited by the American National Standards Institute.”  If HHS does not issue guidance, then covered entities and business associates must comply with standards issued by an ANSI-accredited organization.  If a covered entity or business associate complies with HHS guidance (or other standards in the absence of HHS guidance), then its information would be “secured” and a breach would not be reportable.  On the other hand, if a covered entity or business associate does not comply with HHS guidance (or other standards in the absence of HHS guidance), it will have “unsecured PHI.”
· Breach:  Section 13400 defines “breach” as follows: 

(A) In general.--The term “breach” means the unauthorized acquisition, access, use, or disclosure of protected health information which compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information.

(B) Exceptions.--The term ``breach” does not include--

(i)
any unintentional acquisition, access, or use of protected health information by an employee or individual acting under the authority of a covered entity or business associate if--

(I)
such acquisition, access, or use was made in good faith and within the course and scope of the employment or other professional relationship of such employee or individual, respectively, with the covered entity or business associate; and

(II) such information is not further acquired, accessed, used, or disclosed by any person; 

or 

(ii) 
any inadvertent disclosure from an individual who is otherwise authorized to access protected health information at a facility operated by a covered entity or business associate to another similarly situated individual at same facility; 

and

(iii) any such information received as a result of such disclosure is not further acquired, accessed, used, or disclosed without authorization by any person.

This means that unintentional or inadvertent access to information in an entity’s EHR HIO by employees of the covered entity is not a reportable breach unless that employee further uses or discloses the PHI in an unauthorized manner.  On the other hand, intentional unauthorized access to information in an EHR by an employee is a breach and is reportable if that information is not “secured” under the HHS guidance.
  

It will not be clear until HHS issues its regulations how this will apply to access to information held by HIOs.  The statute makes an exception for unintentional access “by an employee or individual acting under the authority of a covered entity or business associate” if the access was in good faith and “within the course and scope of the employment or other professional relationship of such employee or individual, respectively, with the covered entity or business associate.”  I would argue that, as long as the individual inadvertently accessing the information in an HIO is an employee of or otherwise acts under the authority of a covered entity participant in the HIO, the terms of the statutory exception are met.  This would make sense, as well, because the purpose of the exception appears to be avoiding the burden of reporting where access to an individual’s information is a mistake by someone who is otherwise authorized to see health information and no further use or disclosure is made of the information.  
New breach reporting requirements apply to other non-HIPAA covered entities that are not business associates, as well.  Section 13407 of the Act requires personal health record (PHR) vendors, entities that provide products or services through the Web site of PHR vendors, and non-covered entities that access or send information to a PHR, to notify each citizen or resident of the United States of a breach of security where “unsecured PHR identifiable information” was acquired by an unauthorized person as a result of the breach; these entities also are required to notify the Federal Trade Commission.  These entities’ “third party service providers” are required to provide notice to the entities, rather than to the FTC.  The failure to comply will be an “unfair and deceptive act or practice” under the FTC Act.  Like HHS, the FTC is required to issue regulations within six months, and the reporting requirements will be applicable 30 days later. 
Many questions remain that hopefully will be answered by the FTC regulations when issued.  The PHR vendor breach notification has slightly different standards than the breach notification requirement for covered entities and their business associates.  For example, the PHR vendor breach reporting applies upon any acquisition of an individual’s information without authorization of the individual, but does not contain the exceptions to reporting for unintentional access where there is no further use or disclosure.  Also, it is unclear whether this reporting requirement will apply to business associates such as HIOs that supply PHI to a PHR on behalf of an individual; the statute section purports to apply to “entities that are not covered entities and that access information in a personal health record or send information to a personal health record,” which would include HIOs.
Moreover, breach reporting is made more complicated, because state breach reporting statutes continue to apply if the state reporting requirements are more stringent than the federal provisions.  Section 13421 of the Act applies the HIPAA state law preemption standards at 42 U.S.C. § 1320d-7.  This supersedes any “contrary” provision of State law, except when the state law is “more stringent” than HIPAA.  State laws are generally “more stringent” if they provide greater rights to individuals or greater privacy protection.  
To avoid triggering the federal and any state breach reporting requirements, an HIO should have rigorous authentication and audit policies.  HIOs will need to pay close attention to the HHS regulations (and for PHR vendors, the FTC regulations), and the HHS guidance on how to secure PHI, as the details in those regulations and guidance documents may impact the information that needs to be captured through the audit trail, the timing of the audits (to be able to capture breaches quickly), and other information for compliance purposes. 

4.
CLIA
The federal Clinical Laboratory Improvement Amendments (CLIA) and its regulations govern the operations of certified clinical laboratories.  The statute and its regulations do not contain rules on authentication and audit.  However, rules regarding to whom clinical laboratory results may be released may impact an HIO’s implementation of role-based authentication for access.

CLIA regulations permit laboratories to release test results “only to authorized persons and, if applicable, the individual responsible for using the test results and the laboratory that initially requested the test.”
  An “authorized person” is defined by the CLIA regulations as “an individual authorized under State law to order tests or receive test results, or both.”
  CLIA thus defers to state law regarding who is authorized to receive clinical laboratory test results.
This deferral to state law poses a particular challenge in states without law on this issue.  In Arizona, for example, the law is silent regarding whether a clinical laboratory may provide lab results to an HIO and whether an HIO may release the results to non-ordering physicians for treatment purposes.  Interestingly, the Arizona clinical laboratory statutes exempt all CLIA-certified laboratories from state regulation, so the Arizona clinical laboratory statutes do not apply to CLIA-certified labs, which include all clinical laboratories in Arizona producing lab results for patient treatment.
  Arizona law is thus silent on who is an “authorized person” to receive lab results for purposes of CLIA.  The Arizona Department of Health Services (ADHS) provided a “substantive policy statement”
 that permits clinical laboratories in Arizona to release lab results to an HIO, at least in the context of a federated HIE model where the HIO does not itself store the laboratory results.
  Because CLIA defers to state law to define who is an “authorized person” that may receive lab results, each state should carefully examine its own clinical laboratory laws.

Where state law is silent on who is an “authorized person” to receive lab results, there is one other potential avenue for releasing lab results to treating, non-ordering physicians through HIE.  In addition to an individual authorized under state law to receive lab results, CLIA regulations also permit release of lab results to an “individual responsible for using the test results,”
 but do not define what that means.  One interpretation is that a non-ordering physician who has a treatment relationship with a patient falls within this definition because the treating physician would utilize the test results in treating the patient.  This interpretation would also be consistent with 42 C.F.R. § 493.1291(g), which requires a laboratory to “immediately alert the individual or entity requesting the test and, if applicable, the individual responsible for using the test results when any test result indicates an imminently life-threatening condition, or panic or alert values”; this phrase indicates an intention that results be released to treating physicians, even if they did not request or order the test.  CLIA program personnel at CMS have not yet issued guidance on whether a treating, non-ordering physician is an “individual responsible for using the test results,” and if so, whether this would also support release to an HIO on behalf of those physicians.
5.
Federal Substance Abuse Treatment Regulations

The federal regulations governing alcohol and drug abuse treatment information, called the “Part 2 regulations” because they are found at 42 Code of Federal Regulations Part 2,
 apply to any “federally assisted” alcohol or drug abuse “program.”
  While the Part 2 regulations do not have requirements related to authentication and audit, the Part 2 regulations may affect whether substance abuse treatment information may flow into an HIO and rules for role-based authentication to obtain that information from the HIO.  
Some health systems, hospitals or other providers participating in HIE may operate federally-assisted substance abuse treatment “programs” and will need to carefully consider what information they provide to an HIO.  Any “disclosure” of substance abuse treatment information by a federally-assisted substance abuse treatment program must comply with the regulations; a disclosure to an HIO may be permitted as a disclosure to a “qualified service organization” (an organization that provides services to the program), if the program has a written agreement in place with the HIO in which the HIO agrees to be fully bound by the Part 2 regulations.

In addition, even if an entity participating in HIE is not directly covered by the Part 2 regulations because it does not operate a federally-assisted substance abuse treatment program, that entity may be required to comply with these regulations with regard to information it receives from a federally-assisted substance abuse treatment program.  First, third party payers that receive records
 disclosed by federally-assisted substance abuse treatment programs are required to comply with the Part 2 regulations.
  Third party payers are broadly defined as including a person or entity “who pays, or agrees to pay, for diagnosis or treatment furnished to a patient on the basis of a contractual relationship with the patient or a member of his family or on the basis of the patient’s eligibility for Federal, State, or local governmental benefits.”
  This will apply to both public and private health plans.

Second, any person or entity who receives records directly from a federally-assisted substance abuse treatment program and who is notified by the program that the records are protected by the Part 2 regulations, must also comply with these regulations with regard to that information.
  If a program requires a patient’s consent to release the patient’s records (as a program is required to do for most purposes, other than release of records for emergency treatment), the program must include a written statement that warns the recipient that the recipient may not further disclose the information unless permitted by the Part 2 regulations.
  So, an entity that receives confidential substance abuse information from a substance abuse program, and receives this written notice with the information, must follow the Part 2 regulations in redisclosing that information.  That might occur if the program receives consent to release the information to another treating provider in a non-emergency situation, or to a health plan to get paid.  (The federal government has not yet provided guidance on how this written notice requirement would be handled in the context of electronic HIE.)
Many providers that maintain substance abuse treatment programs segregate this sensitive information from the rest of the information on the provider’s electronic health information system, and thus have protections in place that prevent the inclusion of protected information in disclosures to external parties.  However, many plans and providers that receive this information from substance abuse programs do not have adequate mechanisms for segregating this information electronically.
The Part 2 regulations set forth substantial restrictions on the use and disclosure of protected information.  Essentially, patient consent is required except for disclosures for emergency treatment and a few other permitted disclosures.
  However, the HHS Substance Abuse and Mental Health Services Administration (SAMHSA), Center for Substance Abuse Treatment, has clarified that the Part 2 regulations only protect information that can identify a patient as an alcohol or drug abuser or someone who has applied for or received that type of treatment:  “This allows a program that is part of a larger entity, such as a hospital, to disclose information about a patient so long as it does not explicitly or implicitly disclose the fact that the patient is an alcohol or drug abuser.”
  This means that substance abuse treatment programs that are part of larger entities, and the health plans and providers (and HIOs) that receive protected information from the substance abuse treatment programs, would be permitted to use and disclose patient information in HIE as long as that information does not indicate that the patient was a substance abuser or had applied for or received such treatment.  If the information indicates that the patient was a substance abuser or applied for or received this treatment, patient consent would be required or disclosure must be limited to treatment for emergencies only. 
6.
FTC Red Flag Rules

Last year, the Federal Trade Commission (FTC) issued regulations to prevent identity theft (called the “Red Flag Rules”), which may affect the authentication and audit policies of an HIO, depending on the functions of the HIO.
  The FTC Red Flag Rules require that “creditors” that offer or maintain one or more “covered accounts” develop and implement a written identity theft prevention program designed to detect, prevent, and mitigate identity theft in connection with the covered accounts.
  These regulations originally were effective on November 1, 2008, but the FTC has delayed enforcement until May 1, 2009.
  
A “creditor” is any person (or entity) that regularly extends, renews, or continues credit
; any person who regularly arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who participates in the decision to extend, renew, or continue credit.
  It came as a great shock to the health care industry that many health care providers are covered by these rules; a provider that allows patients to pay for medical services after the services are provided or through installment payments is considered by the FTC to be a “creditor” under these regulations.  If an HIO offers any types of services on credit to consumers or to participating health care providers, it will be considered a “creditor” required to have an identity theft prevention program in place (if it maintains covered accounts).  The evolving business models of HIOs across the country must be evaluated to consider whether the HIO would be a creditor under the FTC rules.  For example, HIOs that offer health banking or personal health record services to consumers may function as creditors if they provide services before receiving payment.  Similarly, HIOs that offer services to health care providers, such as hosted EMRs, transaction-based information exchange, or other services, may also function as creditors if they provide those services before receiving payment. 
If an HIO is acting as a creditor, then the next step would be to determine whether it has “covered accounts,” which include: (1) an account with consumers “primarily for personal, family, or household purposes, that involves or is designed to permit multiple payments or transactions”; or (2) any account,  including those established for business purposes, “for which there is a reasonably foreseeable risk to customers or to the safety and soundness of the … creditor from identity theft, including financial, operational, compliance, reputation, or litigation risks.”
  So, an HIO would maintain a “covered account” and be subject to these regulations if it: (1) had accounts with consumers; or (2) its accounts with business customers had a reasonably foreseeable risk of identity theft.  Where an HIO stores electronic health information or patient demographic information in an “account” for a participating provider, the FTC could conclude that this poses a foreseeable risk of identity theft that would require an identity theft prevention program to be in place.
So, if an HIO is a creditor that maintains covered accounts under the FTC Red Flag Rules, the HIO must implement an identity theft prevention program that is appropriate to its size and complexity and the nature and scope of its activities.  The required program must include reasonable policies and procedures for detecting and responding to a “red flag”—a pattern, practice, or specific activity that may indicate identity theft—in connection with its covered accounts.
  An HIO would also be required to do a number of administrative actions.

The Red Flag Rules do not specify what a red flag may be in the context of health information exchange.  HIOs should consider what suspicious activities might indicate identity theft.  For example, if it permits consumers to access information in the HIO directly (as in a health banking model), multiple log-in attempts to a personal account or the addition of demographic or medical information into an account that is inconsistent with the existing record may indicate access for the purpose of identity theft.  In the context of health care provider access to information in the HIO, multiple log-in attempts may indicate an unauthorized person attempting to gain access; this may be a red flag because unauthorized access to health information databases often may be to secure information to use in identity theft.  Another red flag might be the provision of suspicious documents (such as forgeries of a medical license) to gain a username and password to the system; the FTC has indicated that the greatest risk of identity theft was in the opening of a new account.
  Again, the HIO should consider this issue in the context of its particular architecture, function and the information available in the HIO.
The Red Flag Rules also do not specify what the policies and procedures for detecting and responding to these red flags must include, but it is likely that a rigorous authentication and audit process should be part of those procedures.

In summary, as noted above, some HIOs may be creditors that maintain covered accounts under the FTC Red Flag Rules.  In that case, they would be required to have procedures in place to identify and respond to potential identity theft.  The ASPC has recommended authentication processes that rely on trusted third parties to authenticate individuals before providing access to the HIO.  HIOs should look at their specific processes to ensure there is a process in place for those third parties to evaluate whether documents submitted are authentic in support of an application for a username and password.

The ASPC also has recommended audit processes, but many have not specified what those practices should be.  While those details may be developed later, HIOs that are subject to the FTC Red Flag Rules should have details in their audit practices that indicate unauthorized access to health information to identify potential identity theft.  
7.
E-SIGN

The Electronic Signatures in Global and National Commerce Act (E-SIGN), codified at 15 U.S.C., Chapter 96, is intended to facilitate the use of electronic records and electronic signatures in interstate commerce.  It states that a contract or signature “may not be denied legal effect, validity, or enforceability solely because it is in electronic form.”  The E-SIGN law does not place any negative restrictions on the use of electronic signatures to sign medical records or other documents transmitted to or through an HIO, does not set forth any specific requirements for electronic signatures, and does not contain any specific authentication or audit requirements.  

8.
Proposed DEA Regulations

Some HIOs are considering hosting electronic prescribing (e-prescribing) functionality.  If they do so, the authentication methods adopted for access to the system for e-prescribing (or at least for e-prescribing of controlled substances) will be affected by Drug Enforcement Agency (DEA) regulations. 

In June of 2008, the DEA issued proposed regulations to govern the e-prescribing of controlled substances.
  DEA regulations currently prohibit the use of e-prescribing for controlled substances; the proposed regulations propose to allow e-prescribing by physicians and to permit pharmacies to receive, dispense, and archive electronic prescriptions under strict conditions.  As described by the DEA:

DEA implements the Comprehensive Drug Abuse Prevention and Control Act of 1970, often referred to as the Controlled Substances Act (CSA) and the Controlled Substances Import and Export Act (21 U.S.C. 801-971), as amended.  DEA publishes the implementing regulations for these statutes in Title 21 of the Code of Federal Regulations (CFR), Parts 1300 to 1399.  These regulations are designed to ensure an adequate supply of controlled substances for legitimate medical, scientific, research, and industrial purposes, and to deter the diversion of controlled substances to illegal purposes.  The CSA mandates that DEA establish a closed system of control for manufacturing, distributing, and dispensing controlled substances.  Any person who manufactures, distributes, dispenses, imports, exports, or conducts research or chemical analysis with controlled substances must register with DEA (unless exempt) and comply with the applicable requirements for the activity.

***

The CSA and DEA’s regulations were originally adopted at a time when most transactions and particularly prescriptions were done on paper.  The CSA mandates that some records must be created and kept on forms that DEA provides and that many controlled substance prescriptions must be manually signed.

There are a number of provisions in the DEA’s proposed regulations (which are not yet final and may change), which would affect authentication and audit in e-prescribing mechanisms involved in HIE:

· The DEA will require in-person identity proofing.  The DEA proposes to allow only DEA-registered hospitals, state professional licensing boards, or state or local law enforcement agencies to review the required identity documents and to sign a certification that the individual prescriber is who the applicant claims to be.  This identity document must be a government-issued id with photo. 

· The DEA will require two-factor authentication, where one factor is stored on a hard token that can be maintained by the prescriber.  This hard token could include a PDA, a cell phone, a smart card, a thumb drive, or a multi-factor one time password token.  This factor cannot be stored on a computer that is not a portable hardware device that the prescriber can keep in her possession.  The prescriber must notify the service provider within 12 hours of discovery of the loss or compromise of the token, or the prescriber will be held responsible for any prescriptions written using the token. 

· The DEA proposes to require a variety of security requirements for systems and service providers that market software and services for e-prescribing to prescribers and pharmacies.  These rigorous requirements are set forth in full in Appendix A, in the event that HIOs are planning to function as the system or a service provider for e-prescribing.

The DEA’s proposed authentication requirements for e-prescribing of controlled substances are substantially more stringent than what the ASPC recommends in the Uniform Security Policy.  Specifically, the in-person identity proofing by a limited number of entities, two-factor authentication with one factor stored on a hard token maintained by the prescriber, and many of the security requirements for systems and service providers that market software and services for e-prescribing to prescribers and pharmacies, are not consistent with the proposed minimum rules on authentication and audit proposed by the ASPC.  If these DEA regulations are finalized in their present form, HIOs may wish to consider having a separate authentication process for e-prescribing or for e-prescribing of controlled substances; to use the same authentication process for all access to the HIO may impose operationally difficult and expensive authentication requirements for access to the HIO.

B.
State Law 

A variety of state legal issues will potentially affect the policies on authentication and audit, particularly if an HIO is implementing role-based authentication to govern who can access what type of information.  While providing guidance on role-based access was not within the scope of the ASPC, this memorandum identifies potential legal issues related to authentication and audit, including role-based access, to support additional work in this area in the future.  Once again, a 50-state analysis is outside the scope of the legal work for the ASPC, but to demonstrate the type of analysis that would be required in each state, I examine Arizona law applicable to issues that may affect authentication and audit policies. 
1.
State Laws That Impose Authentication and Audit Requirements in Health Care

Some states may have statutes or regulations that impose specific authentication or audit requirements applicable to the health care industry.  For example, legal representatives should consider whether their states have the following types of laws and whether those laws contain authentication or audit requirements:

· statutes or regulations that govern HIOs or the entities participating in health information exchange (HIE);

· medical record confidentiality statutes or regulations;

· health care institution licensing statutes or regulations; or

· pharmacy statutes or regulations that govern e-prescribing.

Example analysis of state law:  In Arizona, for example, we do not presently have laws that apply to HIOs or entities participating in HIE.  Moreover, Arizona’s medical records laws do not contain any specific requirements related to authentication or audit.  Arizona has a general health information confidentiality law
 and special restrictions on the disclosure of mental health information by licensed behavioral health providers,
  genetic testing information,
 HIV/AIDS and other communicable disease information,
  but these laws do not contain requirements for authentication and audit.  Similarly, Arizona health care institution licensure regulations
 do not contain specific security requirements.  Arizona’s pharmacy statutes,
 pharmacy regulations,
 and the Arizona Uniform Controlled Substances Act
 do not contain specific authentication or audit requirements.  While the Arizona Uniform Controlled Substances Act would appear to prohibit e-prescribing of controlled substances, the Board of Pharmacy regulations permit e-prescribing of controlled substances if the prescriber and pharmacy follows applicable federal law.
  

2.
State Laws That Impose Authentication and Audit Requirements for All Businesses

Legal representatives should also look for state statutes or regulations that govern good security practices for all business in the state.  For example, if the state has a breach reporting law, it may affect how the HIO should structure its authentication or audit program (such as the requirement to perform monitoring to detect security breaches, which might require certain methods or timing of the audits).  Each state should examine whether its breach reporting law is preempted by the new federal breach reporting requirements under the HITECH Act.  (See Section III(A)(3).)
HIOs should also examine if their states have statutes or regulations governing electronic signatures that might be used during the HIE process, which laws may have specific requirements for authentication in the e-signature process.  Most states have implemented the Uniform Electronic Transactions Act (or “UETA”).  The UETA is a Uniform Act proposed by the National Conference of Commissioners on Uniform State Laws (NCCUSL).  The purpose of the UETA is to harmonize state laws to recognize the validity of electronic signatures and electronic storage of documents.  A list of states that have accepted UETA can be found on the NCCUSL Web site.
  The Web site indicates that Georgia, Illinois, New York, and Washington have not adopted UETA, but these states are reported as having other laws recognizing electronic signatures.
  Because the UETA is not itself an enforceable law, each state should look to its own law that adopts the UETA (or an alternative electronic signatures law) to determine any specific requirements for authentication in the use of electronic signatures. 
Example analysis of state law:  Arizona’s security breach reporting law does not contain specific requirements regarding authentication and audit, although it does require notification of consumers if the entity becomes aware of a security breach of unencrypted personal information through its audit program.
  (An analysis of the HITECH Act notification of breach requirement is in Section III(A)(3) above.) 

Arizona has adopted the UETA through the Arizona Electronic Transactions Act (AETA),
 which gives electronic signatures the same validity and enforceability as written signatures.  AETA’s definition of an “electronic signature” is “an electronic sound, symbol or process, attached to or logically associated with a record and that is executed or adopted by an individual with the intent to sign the record.”
  Under this law, an electronic signature “satisfies any law that requires a signature.”
  An electronic signature is attributable to a person if the signature was the act of the person or the person’s electronic agent,
 which may be shown in any manner, including the adoption of a “security procedure” that verifies that an electronic signature is of a specific person, such as algorithms or other codes, identifying words or numbers or encryption, callback or other acknowledgement procedures.
  A signature is a “secure electronic signature” if:

through the application of a security procedure, it can be demonstrated that the electronic signature at the time the signature was made was all of the following:

1. Unique to the person using it.

2. Capable of verification.

3. Under the sole control of the person using it.

4. Linked to the electronic record to which it relates in such a manner that if the record were changed the electronic signature would be invalidated. 

Arizona also has a more prescriptive law governing electronic signatures on documents filed with or by state agencies.
  These security procedures required for e-signatures clearly require an authentication process to ensure that the individual sending the signed document is the person claimed. 
3.
State Medical Record Confidentiality Statutes

Many states have statutes or regulations that provide a greater level of protection for information related to HIV and other communicable diseases, mental health, substance abuse, genetic testing, and sometimes other types of information.  These state laws may affect an HIO’s implementation of role-based authentication for access to health information because these laws will specify who can see what information.

In determining how state health information confidentiality laws affect release of information by HIOs, and thus the role-based access rules that need to be in place, states should examine three questions.  First, the state should determine whether its various state health information confidentiality laws apply to disclosures by an HIO.  State health information confidentiality laws usually have varying applicability to different entities in the health care system.  Some state statutes and regulations apply only to certain types of providers; for example, a state’s mental health laws may apply to disclosures by licensed behavioral health providers, but may not apply to hospitals.  Other state laws may have broader application to any entity or person who handles or receives sensitive information, such as information that an individual has received genetic testing.  The first element of analysis for the application of state health information confidentiality laws, then, is to determine the laws’ scope of application—do they apply to disclosures by an HIO?  

The second element of analysis for the application of state health information laws is to determine whether those laws apply to the particular type of information that will be flowing through the HIO.  For example, it is possible that genetic testing information will be segregated by the data sources and will not be transmitted through the HIO.  On the other hand, many medical records contain information regarding communicable diseases, so it is likely that communicable disease information will flow to the HIO.
Finally, in evaluating the impact of state health information confidentiality laws, the analysis should consider whether existing consent processes cover the proposed use of the information.  For example, if a community seeks patient consent to disclose health information to the HIO, the consent form should be examined to determine whether it will cover sensitive information, such as HIV test information, if that information will be available from the data sources to the HIO.
Example analysis of state law:  With that framework in mind, the following discussion explores the application of the Arizona genetic testing law on the release of health information to an HIO in Arizona.  Similar genetic testing laws are very common throughout the United States and likely will affect the disclosure of genetic testing information to an HIO.  Before enactment of the Genetic Information Nondiscrimination Act (GINA), which protects individuals against discrimination in health insurance and employment,
 many states enacted rigorous state laws controlling genetic testing and the disclosure of the resulting information to protect individuals against insurance and employment discrimination.
  These state laws are not preempted by GINA and will continue to govern the disclosure of genetic testing information to an HIO, and the HIO’s subsequent disclosures to others.
In Arizona, for example, the results of a genetic test are confidential and may be released only for the purposes expressly listed in the statute (including for treatment of a patient).
  Moreover, when a person (or entity) has received genetic testing information from someone else, the recipient also must follow the state statutory rules on disclosing that information.
  Information and records held by a state agency or a local health authority relating to genetic testing information are confidential and are exempt from public copying and inspection.
  Finally, health plans are subject to even more restrictive rules on disclosing genetic testing information, and may not release those results to any party without the written, express consent of the subject of the test.
 Applying our decision elements discussed in the introduction to this section, the analysis would be as follows:

(1) Does the law apply to disclosures of genetic testing information to an HIO (or subsequent disclosures of genetic testing received by the HIO)?  Yes.  In Arizona, the genetic testing statute applies to any recipient of genetic testing information.  
(2) Does the law apply to the particular type of information received?  Arizona’s genetic testing statute applies to “a test of a person’s genes, genetic sequence, gene products or chromosomes for abnormalities or deficiencies.”
 An HIO would need to evaluate whether this type of information will be provided to the HIO.
(3) Do existing consent processes cover release of the information?  In Arizona, a consent for release of genetic testing information must be specific to genetic testing.
  General consents gathered by a health system or health plan therefore would not suffice for release of genetic testing information to an HIO, or the HIO’s subsequent release of that information, unless it specifically included genetic testing. 

4.
State Laws Regarding Social Security Numbers

Under HIPAA, a driver license number and SSN are HIPAA “identifiers” and thus must be treated as PHI subject to both the HIPAA Privacy and Security Rules.
  Many states are adopting laws that more strictly regulate the use and disclosure of SSN.  State legal representatives should examine these laws to determine whether the inclusion of SSN in information provided to the HIO would impose role-based access requirements for that information.
Example analysis of state law:  In Arizona, for example, A.R.S. 44-1373 places restrictions on the disclosure of SSNs by all persons or entities in the state.  Unless specifically permitted by another law, the Arizona statute provides that a person or entity in Arizona shall not:

1. Intentionally communicate or otherwise make an individual’s social security number available to the general public.

2. Print an individual’s social security number on any card required for the individual to receive products or services provided by the person or entity.

3. Require the transmission of an individual’s social security number over the Internet unless the connection is secure or the social security number is encrypted.

4. Require the use of an individual’s social security number to access an Internet Web site, unless a password or unique personal identification number or other authentication device is also required to access the site.

5. Print a number that the person or entity knows to be an individual’s social security number on any materials that are mailed to the individual, unless state or federal law requires the social security number to be on the document to be mailed.  This paragraph does not prohibit the mailing of documents that include social security numbers sent as part of an application or enrollment process or to establish, amend or terminate an account, contract or policy or to confirm the accuracy of the social security number.  In a transaction involving or otherwise relating to an individual, if a person or entity receives a number from a third party, the person or entity has no duty to inquire or otherwise determine if the number is or includes that individual’s social security number.  The person or entity may print that number on materials that are mailed to the individual, unless the person or entity that received the number has actual knowledge that the number is or includes the individual’s social security number.  This paragraph does not prohibit the mailing to the individual of any copy or reproduction of a document that includes a social security number if the social security number was included on the original document before January 1, 2005.

The statute does not define “general public.”  It may prohibit inclusion of an SSN on a document available to HIE participants, although it is unlikely the Arizona Attorney General would interpret HIE participants as the general public, because HIE participants will be subject to confidentiality and other restrictions in the HIE participation agreement.  Moreover, the law does not prohibit “the collection, use or release of a social security number as required by the laws of this state or the United States or for internal verification or administrative purposes.”
  So, I don’t believe this Arizona statute would prohibit the release of an SSN to an HIO for patient demographic matching purposes, or to HIE participants if the SSN is included in documents exchanged through HIE, as long as the Internet transmission is secure or the SSN is encrypted.  However, given the concern with identity fraud and medical identity theft, an HIO might consider implementing a method for redacting SSNs from documents provided to third parties through HIE.

5.
State Tort and Constitutional Laws
Finally, legal representatives should examine whether their states have case law that requires a certain standard for authentication or audit in order to meet the standard of care for negligence actions or to meet state constitutional requirements.  For example, legal representatives should examine their case law on tortious invasion of privacy and other common law actions that may affect the authentication and audit practices implemented by HIOs in that state.  In the following sections, I discuss Arizona law that might be applicable; this is a guide to the type of analysis that would need to be done in each state.  Each state may have substantially different common law, however, and this analysis should be specific to the HIO’s state. 
From a liability perspective under state law, I anticipate that most states will not have case law that specifies what level of authentication and audit are required; rather, most tort case law requires an entity to act reasonably in light of all the circumstances.  It will thus assist in avoiding liability if HIO policies meet good business practices applied throughout the health care industry, including the model security policies developed through the HISPC project and other industry guidance, such as National Institute of Standards and Technology (NIST).

Whatever authentication or audit policy is chosen by an HIO, it is very important that the HIO follow its policy.  As Chris Apgar notes in his publication, Information Security Audits at p. 6 (Nov. 2007):

The bottom line is if you do not intend to review audit logs generated, say, from a particular application, it is often better not to turn on the audit logs  If audit logs are generated, they need to be reviewed at least randomly.  The generation of audit logs that are not monitored creates a significant potential liability for the organization.  These audit logs are discoverable in the event of litigation and, if not looked at and a problem is found, the organization is at higher risk of liability than if the audit logs had not been generated in the first place.  

I agree with this analysis.  The authentication and audit choices must reasonably protect the health information in possession of the HIO (or handled by the entities participating in HIE), but choices that are too ambitious will not be achievable and may cause additional liability.

In addition to having rigorous authentication and audit policies—and following those policies—HIOs should consider other methods of reducing liability as a result of inappropriate  use by others of the information in the HIO.  For example, the HIO should have participation agreements in place that place terms and conditions on access to information in the exchange and subsequent duties of confidentiality.
  The HIO should also consider messages or disclaimers to append to every access, such as:  “This message, including any attachments, is intended solely for the use of the named recipient and may contain confidential and privileged information.  Unauthorized access will subject the user to potential criminal and civil penalties.”  This will remind authorized users about their confidentiality duties and also alert non-authorized recipients that they are about to access confidential information.
a.
Tortious Invasion of Privacy 

Most states recognize a tort action for invasion of the right of privacy, which is the “right to be let alone.”
  According to the Restatement (Second) of Torts, the right of privacy can be invaded in one of four generally recognized ways:

· unreasonable intrusion upon the seclusion of another;

· appropriation of the other’s name or likeness;

· unreasonable publicity given to the other’s private life;

· publicity that unreasonably places the other in a false light before the public.

Most cases involving a breach of the security or privacy of health information would involve allegations of invasion of privacy based upon an alleged unreasonable intrusion upon plaintiff’s seclusion.  The Restatement describes the tort of intrusion upon seclusion as “[o]ne who intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, … if the intrusion would be highly offensive to a reasonable person.”
  According to the Restatement (Second) of Torts, a plaintiff must demonstrate by a preponderance of the evidence each of the following elements to prevail on an invasion of privacy claim based on intrusion upon seclusion:  

· an objectively reasonable expectation of seclusion or solitude in a place, conversation or data source; and

· an intentional, highly offensive, intrusive act into such place, conversation or data source.
  

A plaintiff’s expectation of privacy in her medical records generally would be objectively reasonable, depending on the terms under which the health information is provided to the HIO.  The HIPAA Privacy Standards and most state health information confidentiality laws provide that health information is confidential and may disclosed only in certain circumstances.
  

However, it is unlikely that a plaintiff could demonstrate that an HIO committed an “intentional, highly offensive, intrusive act” unless an HIO (or an agent of the HIO) intentionally discloses a patient’s health information, or unless the HIO has completely inadequate security procedures in place that would reflect reckless disregard for protecting the patient’s health information.  (For example, if the HIO had an authentication process in place that fell well below the standard of care in the industry, it is possible that a court could conclude that the HIO’s actions are intentional.)  Of course, each state should look to its case law on what type of conduct constitutes an “intentional, highly offensive, intrusive act.”  In Arizona, for example, there is no state law on the issue, but the federal Ninth Circuit Court of Appeals advises that offensiveness is determined by considering “the degree of the intrusion, the context, conduct and circumstance surrounding the intrusion as well as the intruder’s motives and objectives, the setting into which he intrudes, and the expectations of those whose privacy is invaded.”
  So, the motives of the HIO likely will be relevant to determining whether a cause of action for invasion of privacy may stand. 

b.
Constitutional Right to Privacy

Legal representatives should also examine whether their state constitution includes a right of privacy and how that would affect disclosures by the HIO policies on authentication and audit.  For example, Article 2, Section 8 of the Arizona Constitution establishes a constitutional right of privacy:  “No person shall be disturbed in his private affairs, or his home invaded, without authority of law.”  Arizona’s constitutional right to privacy does not, however, provide a cause of action for invasion of privacy between private individuals or entities.

c.
HIPAA as the Standard of Care in Negligence Actions
Courts consistently have concluded that HIPAA does not create a private right of action for violation of the requirements of HIPAA.
  However, some cases have applied the HIPAA regulations to establish the underlying standard of care in a claim for breach of privacy or negligence.
  So, the HIPAA Security Standards authentication and audit requirements could be relevant to a tort action brought under state common law.  
While the HITECH Act does not create a new private right of action under HIPAA, it does provide enforcement authority to State Attorneys General to enforce the HIPAA Privacy and Security Rules, including seeking damages on behalf of individuals.
 

d.
Negligence Per Se 

Ordinarily, the scope of the tort duty of care is established by common law.  Under the doctrine of negligence per se, however, the standard of conduct to which a defendant will be held may be defined as that required by statute, rather than as the usual “reasonable person” standard under common law.  According to the Restatement (Second) of Torts, a court may adopt statutory requirements as the standard of conduct for a negligence action if the statute is intended:

· to protect a class of persons which includes the one whose interest is invaded;

· to protect the particular interest which is invaded; 

· to protect that interest against the kind of harm which has resulted, and 
· to protect that interest against the particular hazard from which the harm results.
 

Each state should evaluate whether its medical records confidentiality laws or other state laws noted in the sections above could give rise to a negligence per se claim in their state.

e.
Negligence for Transmittal of Incomplete Information
The ASPC also inquired about potential liability for failure to transmit complete information.  Due to state health information confidentiality laws and an HIO’s role-based authentication, some information may be withheld or redacted by the HIO (or by the data source) to comply with those laws.  The HIO’s agreement with participants should set forth the parameters of the data provided and should alert the participants about the conditions under which the data may not be complete due to confidentiality restrictions (if applicable to the particular state).
A notice attached to the particular message where information has been withheld or redacted is also desirable to reduce liability, but is substantially more difficult to implement.  This is an area of substantial national dialog.  The National Committee on Vital and Health Statistics (NCVHS), a federal advisory body that advises HHS on health data, statistics and national health information policy, issued a report on February 20, 2008, in which the NCVHS recommended that the Secretary of HHS implement a policy for the National Health Information Network (NHIN) to allow individuals to “have limited control, in a uniform manner, over the disclosure of certain sensitive health information for purposes of treatment.”
  NCVHS expressed concern about “protecting patients’ legitimate concerns about privacy and confidentiality, fostering trust and encouraging participation in the NHIN in order to promote opportunities to improve patient care, and protecting the integrity of the health care system.”  NCVHS thus recommended an open public process to uniformly decide across the country which categories of health information an individual would be permitted to sequester from access through the NHIN without express consent (such as information related to domestic violence, genetic information, mental health information, reproductive health, and substance abuse).  At the same time, the NCVHS recognized “that the technologies and human factors needed to implement the recommendations in this letter are not necessary readily available for the EHR systems, HIEs, and other components of the emerging NHIN.”  This is a situation where HIE architecture and available technology may have to catch up with desired policy outcomes. 
NCVHS also recognized that, if certain information is sequestered from access, there should be some form of notification to providers accessing the incomplete information.  Because that discussion is directly on point, I excerpt the entire section of the NCVHS report on notification of information sequestration here:

Notations of missing data for Health Care Providers

When patients are provided an opportunity to choose categories of information for sequestration, NCVHS believes that it is important that a notation is made to the provider that some information in the record is not being made available at the request of the patient.  We understand that it is possible that a notation in the record might reveal more information than would be available under current practice.  For example, the HHS regulations regarding substance abuse treatment do not give a provider information about the sequestration of a record of substance abuse treatment.  In the fragmented health records system we have today, moreover, patients can withhold information from their providers and be reasonably confident that the information will not be disclosed.  Nevertheless, NCVHS concluded that, where permitted by law or regulation, health care providers should be notified when information is being sequestered in order to increase providers’ trust in the contents of the record.  If a provider knew that patients could sequester information but they would not be notified, providers could never really trust that their records were accurate and complete, and would be hesitant to treat patients based on those records.  The inclusion of some notation that information is missing alerts a provider that caution and special care are appropriate.  Furthermore, a significant advantage of the notation is that it provides an opportunity for providers to discuss with their patients concerns about the sequestration of information and the resulting impact on their health care.

There are at least two approaches to how the notation should be accomplished.  One solution would be to give a general notice that information has been sequestered without any indication of what categories were designated by the patient.  This approach potentially increases privacy for the patient because the nature of a category, such as mental health information, might, by itself, reveal the sequestered information.  For routine care, a care provider might not need to see the sequestered information and most of the time it would remain hidden.  A disadvantage of this approach is that it may require health care providers to question patients about every category routinely in an attempt to determine whether any relevant information is missing, increasing the burden on providers and ultimately resulting in a system less protective of privacy and less efficient.

Another approach is that the sequestered category should be noted, permitting the provider to make a more informed judgment as to whether the category is likely to be relevant to the current encounter, and only to ask the patient when it seems appropriate.  This approach has the potential to be more efficient, and, since most of the time sequestered information would remain hidden, it could adequately protect the patient’s privacy.  A disadvantage of this approach is that some categories, by themselves, reveal sequestered information, such as that a patient has a mental health or substance abuse record, and designations of specific categories of sequestered information would not be adequately protective of patient privacy.

NCVHS acknowledges that it does not yet know exactly how such a notation process would work.  The success of the process will likely depend on the enumerated categories, the breadth of their definitions, and the frequency with which patients sequester information.  These are the types of issues that should be explored in future hearings and investigated through pilot projects

and research.

***

Recommendation 1c.  The design of the NHIN should ensure that when a health care provider accesses health information with one or more categories sequestered, a notation indicates that sensitive health information has been sequestered at the direction of the patient.  The specificity of the notation will need to be determined.

In summary, HIOs should carefully watch the development of this issue, and should at the very least notify providers accessing information in the HIO that some information may be withheld or redacted by the HIO (or by the data source) to comply with federal and state confidentiality laws.

IV.
Conclusion

The Adoption of Standard Policies Collaborative has developed a set of basic policy requirements for authentication and audit for HIE, as documented in its Uniform Security Policy.  This model policy will help establish trust and bridge the policy differences between different HIO models, to assist in cross-HIO and interstate HIE.  As this memorandum explores, there are many federal and state laws that may affect an HIO’s authentication and audit policies.  This memorandum hopefully will assist HIOs across the country in evaluating these laws to determine whether they may adopt the Uniform Security Policy and what potential modifications they may need to make to conform to various legal requirements.

Kristen Rosati
Appendix A:  Summary of DEA Proposed Regulations for E-Prescribing Systems and Service Providers, quoted from 73 Fed. Reg. at 36739-40 (June 27, 2008)

· The electronic prescription service provider must receive a document prepared by an entity permitted to conduct in-person identity proofing of prescribing practitioners regarding the conduct of the in-person identity proofing.  The document may be prepared on the identity proofing entity’s letterhead or other official form of correspondence, or the service provider may design a form for use by the identity proofing entity.  Regardless of the format, the document must contain certain information required by DEA.  Entities DEA is proposing to permit to conduct in-person identity proofing of prescribing practitioners include:

· the entity within a DEA-registered hospital that has previously granted the practitioner privileges at the hospital (e.g., a hospital credentialing office);

· the State professional or licensing board, or State controlled substances authority, that has authorized the practitioner to prescribe controlled substances;

· a State or local law enforcement agency;
· the service provider must check both the practitioner’s State license and DEA registration to determine that both are current and in good standing.

· Authentication: Access to the electronic prescribing system for the purposes of signing prescriptions must meet the standards for Level 4 authentication in NIST SP 800-63.  That is, the system must require at least two-factor authentication to access the system; one factor must be a cryptographic key stored on a hard token that meets the requirements for Level 4 authentication in NIST SP 800-63 or a multi-factor one time password token.  The hard token must be a hardware device that meets the following criteria:

· The token must require entry of a password or biometric to activate the authentication key.

· The token is not able to export the authentication key.

· The token must be validated under Federal Information Processing Standard (FIPS) 140-2 as follows:

· overall validation at Level 2 or higher.

· physical security at Level 3 or higher.

· The security of the system must be audited annually using a third-party audit that meets the requirements of a SysTrust or WebTrust audit for security and processing integrity.

· The system must limit signing authority to those practitioners that have a legal right to sign prescriptions for controlled substances (i.e., the system must set varying levels of access to the system based on responsibilities).

· The system must have an automatic lock out if the system is unused for more than 2 minutes.

· The prescription must contain all of the required data (date of issuance of the prescription; patient name and address; registrant full name, address, DEA registration number; drug name, dosage form, quantity prescribed, and directions for use; and any other information specific to certain controlled substances prescriptions mandated by law or DEA regulations).  Prior to signing the controlled substance prescription, the system must show the prescribing practitioner at least the patient name and address, drug name, dosage unit and strength, quantity, directions for use, and the DEA number of the prescriber whose identity is being used to sign the prescription.

· Where more than one prescription has been prepared for signing, prior to authenticating to the system the practitioner must positively indicate which prescription(s) are to be signed.

· The practitioner must authenticate himself to the system immediately before signing a prescription.

· After authenticating to the system but prior to transmitting the prescription, the system must present the practitioner with a statement indicating that the practitioner understands that he is signing the prescription being transmitted.  If the practitioner does not so indicate, by performing the signature function, the prescription cannot be transmitted.

· The system must transmit the electronic prescription immediately upon signature.  The system must not transmit a controlled substance prescription unless it is signed by a practitioner authorized to sign such prescriptions.

· The electronic data file must include an indication that the prescription was signed.

· The system must not allow printing of prescriptions that have been transmitted; if a prescription is printed, it must not be transmitted.

· The system must generate a monthly log of controlled substance prescriptions and transmit it to the practitioner for his review.  The practitioner must indicate that the log was reviewed.  A record of that indication must be maintained for five years.

· The first recipient of the prescription must digitally sign the prescription and archive the digitally signed version of the prescription as received.

· The first pharmacy system that receives the prescription must digitally sign and archive a copy of the prescription as received.  Alternatively, the intermediary that transmits the prescription to the pharmacy may digitally sign the transmitted prescription and transmit both the record and the digitally signed copy for the pharmacy to archive.

· The digital signatures must meet the requirements of FIPS 180-2 and 186-2.

· The pharmacy system must check to determine whether the DEA registration of the prescribing practitioner is valid.  (Alternatively, any of the intermediary systems may conduct this check provided that the record indicates that the check has been conducted.  The CSA database may be cached for one week from the date of issuance by DEA of the most current database.) 

· The pharmacy system must be able to store the complete DEA number including extensions.

· The pharmacy system must have an audit trail that identifies each person who annotates or alters the record.  The pharmacy system must conduct daily internal audits to identify any auditable events.

· The system must have a backup system of records stored at a separate location.

· The pharmacy system must have a third-party audit that meets the requirements of SysTrust or SAS 70 audits for security and processing integrity.

· The contents of a controlled substance prescription must not be altered, other than by reformatting, during transmission.

· A prescription created electronically for a controlled substance must remain in its electronic form throughout the transmission process to the pharmacy; electronic prescriptions may not be converted to other transmission methods, e.g., facsimile, at any time during transmission.

� See “Authentication of System Users” at �HYPERLINK "http://www.connectingforhealth.org/commonframework/docs/P5_Authentication_SysUsers.pdf"�http://www.connectingforhealth.org/commonframework/docs/P5_Authentication_SysUsers.pdf�; and “Auditing Access to and Use of a Health Information Exchange,” at �HYPERLINK "http://www.connectingforhealth.org/commonframework/docs/P7_Auditing_Access.pdf"�http://www.connectingforhealth.org/commonframework/docs/P7_Auditing_Access.pdf�. 


� �HYPERLINK "http://www.connectingforhealth.org/commonframework/docs/P5_Authentication_SysUsers.pdf"�http://www.connectingforhealth.org/commonframework/docs/P5_Authentication_SysUsers.pdf�. 


� Id.


� Chris Apgar, Information Security Audits, at p. 5 (Nov. 2007) (unpublished manuscript on file with author). 


� 45 C.F.R. § 164.530(c). 


� Id. 


� 45 C.F.R. § 160.103 (defining HIPAA covered entity); see also 42 C.F.R. § 423.505 (h) (“Requirements of other laws and regulations. The Part D plan sponsor agrees to comply with—(2) HIPAA Administrative Simplification rules at 45 CFR parts 160, 162, and 164.”). 


� 45 C.F.R. § 160.103 (defining business associate). 


� 45 C.F.R. § 164.504(e). 


� Public Law 111-5, Section 13408.


� Public Law 111-5, Section 13404 (requiring business associates to comply with 45 C.F.R. § 164.504(e) setting forth the required business associate contract terms, and making HIPAA’s criminal and civil penalties applicable to business associates). 


� 45 C.F.R. § 164.506 (permitting use and disclosure for treatment, payment and health care operations); 45 C.F.R. § 164.501 (definitions). 


� 45 C.F.R. § 164.512 (listing permitted public purpose disclosures).


� 45 C.F.R. § 164.512(i) (rules regarding use and disclosure for research). 


� Section 13400(5) (defining “electronic health record” as “an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff”). 


� 45 C.F.R. § 164.306(a). 


� 45 C.F.R. § 164.306(b).


� See “Security 101 for Covered Entities” (CMS) at �HYPERLINK "http://www.cms.hhs.gov/EducationMaterials/Downloads/Security101forCoveredEntities.pdf"�http://www.cms.hhs.gov/EducationMaterials/Downloads/Security101forCoveredEntities.pdf�. 


� 45 C.F.R. § 164.308.


� 45 C.F.R. § 164.310.


� 45 C.F.R. § 164.312.


� 45 C.F.R. § 164.316.


� 45 C.F.R. § 164.306(d).  


� Id. 


� 45 C.F.R. § 164.312(a)(2)(i).  


� See �HYPERLINK "http://www.cms.hhs.gov/EducationMaterials/Downloads/SecurityStandardsTechnicalSafeguards.pdf"�http://www.cms.hhs.gov/EducationMaterials/Downloads/SecurityStandardsTechnicalSafeguards.pdf�.


� See �HYPERLINK "http://www.cms.hhs.gov/EducationMaterials/Downloads/SecurityStandardsTechnicalSafeguards.pdf"�http://www.cms.hhs.gov/EducationMaterials/Downloads/SecurityStandardsTechnicalSafeguards.pdf�.


� 45 C.F.R. § 164.312(b).  


� 68 Federal Register (Fed. Reg.) at 8355 (Feb. 20, 2003).  


� See �HYPERLINK "http://www.cms.hhs.gov/EducationMaterials/Downloads/SecurityStandardsTechnicalSafeguards.pdf"�http://www.cms.hhs.gov/EducationMaterials/Downloads/SecurityStandardsTechnicalSafeguards.pdf�.


� 45 C.F.R. § 164.308(a)(1)(ii)D).  


� 68 Fed. Reg. at 8347.  


� 45 C.F.R. § 164.308(a)(5)(ii)C).  


� 45 C.F.R. § 164.308(b); § 164.314(a)(2).  


� In the context of the Privacy Standards, the HHS Office for Civil Rights (which enforces the privacy rule) has explained in its FAQs that business associates are not required to comply with all of the requirements of the HIPAA Privacy Standards:  





Question: Has the Secretary exceeded the HIPAA statutory by requiring “business associates” to comply with the Privacy Rule, even if that requirement is through a contract?





Answer: The HIPAA Privacy Rule does not “pass through” its requirements to business associates or otherwise cause business associates to comply with the terms of the Rule. The assurances that covered entities must obtain prior to disclosing protected health information to business associates create a set of contractual obligations far narrower than the provisions of the Rule, to protect information generally and help the covered entity comply with its obligations under the Rule. 





Business associates, however, are not subject to the requirements of the Privacy Rule, and the Secretary cannot impose civil monetary penalties on a business associate for breach of its business associate contract with the covered entity, unless the business associate is itself a covered entity. For example, covered entities do not need to ask their business associates to agree to appoint a privacy officer, or develop policies and procedures for use and disclosure of protected health information. (at �HYPERLINK "http://www.hhs.gov/hipaafaq/providers/business/233.html"�http://www.hhs.gov/hipaafaq/providers/business/233.html�).





While this commentary relates to the Privacy Standards, CMS likely would take the same position on the HIPAA Security Standards, because the Security Standards similarly do not contain language that requires business associates to comply with all of the specific terms and conditions of those regulations.  This will change on February 17, 2010, when the HITECH Act becomes law and applies the Security Standards to HIPAA business associates. 





� Public Law 111-5, Section 13401(a) (“Application of Security Provisions—Sections 164.308 [administrative safeguards], 164.310 [physical safeguards], 164.312 [technical safeguards], and 164.316 [policies and documentation] of title 34, Code of Federal Regulations, shall apply to a business associate of a covered entity in the same manner that such sections apply to the covered entity.  The additional requirements of this title that relate to security [notification in the case of breach] and that are made applicable with respect to covered entities shall also be applicable to such a business associate and shall be incorporated into the business associate agreement between the business associate and the covered entity.”).


� Apgar, Information Security Audits (Nov. 2007). 


� See �HYPERLINK "http://oig.hhs.gov/oas/reports/region4/40705064.pdf"�http://oig.hhs.gov/oas/reports/region4/40705064.pdf�. 


� Public Law 111-5, Section 13411 (audits). 


� Public Law 111-5, Section 13410 (new tiered civil penalties). 


� Public Law 111-5, Section 13410(e) (State AG enforcement authority). 


� The Act contains rigorous notification requirements:





Individuals notified; timing: Covered entities must notify “each individual whose unsecured protected health information has been, or is reasonably believed by the covered entity to have been, accessed, acquired, or disclosed as a result of such breach” without unreasonable delay and in no case later than 60 days of discovery of the breach by the covered entity or its business associate (unless there is a law enforcement request for delay).  


Manner and form of notice: Notice must be made by first-class mail (or email if specified by an individual).  If there is insufficient or out-of-date contact information, a covered entity must do a “substitute form of notice”; if there are more than 10 individuals affected, the entity must do a conspicuous Web site posting or notice in major print or broadcast media.  


Notice to the media: If more than 500 residents of the State are involved, the entity must provide notice to “prominent media outlets.”


Self-disclosure to HHS: If more than 500 residents of the State are involved, the entity must provide immediate notice to HHS.  If fewer than 500 residents are involved, the entity must log the breach and disclose it to HHS in an annual report.  


Content of notice: The regulations require the notice to individuals to contain a description of what happened and the unsecured PHI involved, steps for individuals to protect themselves, a description of the covered entity efforts to investigate, mitigate and prevent further breaches, and contact information.


 


A business associate is not required to provide notice of breach to the individual.  Rather, a business associate must notify the covered entity of a breach, along with identification of each affected individual.  





� 42 C.F.R. § 493.1291(f). 


� 42 C.F.R. § 493.2. 


� A.R.S. § 36-461 (exempting all CLIA-certified laboratories from Title 36, Chapter 4.1, Article 2). 


� A substantive policy is advisory only and does not impose additional requirements or penalties on regulated parties or rules made in accordance with the Arizona Administrative Procedure Act.  It is a helpful document to clarify ADHS interpretation of existing law.


� ADHS Substantive Policy Statement # SP-001-OD-OACR (“CLINICAL LABORATORY RELEASE OF PATIENT TEST RESULTS TO A HEALTH INFORMATION EXCHANGE ORGANIZATION”):





A.R.S. § 36-470 is … instructive for CLIA certified laboratories.  CLIA regulations require an “authorized person” to order laboratory tests and direct test results to be released only to “authorized persons and, if applicable, the individual responsible for using the test results and the laboratory that initially requested the test.” 42 C.F.R. §493.1241 and 493.1291.  An “authorized person” is “an individual authorized under State law to order tests or receive test results or both.” 42 C.F.R. §493.2. Therefore, CLIA regulation points to state law to determine what parties may receive clinical laboratory test results. 





A.R.S. § 36-470(A) permits any person licensed under Title 32, Chapters 7 (Podiatry), 8 (Chiropractic), 11, Article 2 (Dentistry), 13 (Medicine and Surgery), 14 (Naturopathic physicians), 17 (Osteopathic physicians), and 29 (Homeopathic physicians) to order tests to be completed at a clinical laboratory. Additionally, persons licensed to practice medicine or surgery in another state or a person authorized by law or department rules may order tests to be completed at a clinical laboratory.  A.R.S. § 36-470(A).  A.R.S. § 36-470(B) directs a clinical laboratory to report test results to the person who authorized the laboratory test. Arizona law is silent on any other disclosure of clinical laboratory test results. 





However, federal law provides further direction as to clinical laboratory test disclosures. HIPAA permits clinical laboratories to report test results to a non-ordering physician in order to treat a patient. 45 C.F.R. §164.506.  Both clinical laboratories and physicians are HIPAA covered entities permitted to share patient information for the purposes of treatment.  Also, HIPAA permits disclosure of a patient’s protected health information to an [HIO] if the [HIO] has the required business associate agreement.  


 


As defined above, the [HIO] would not receive or store clinical laboratory results. The role of the [HIO] is to facilitate communication between the patient’s health care provider and entities, such as clinical laboratories, that possess clinical laboratory test results.  According to the Department’s interpretation, A.R.S. § 36-470 neither permits nor prohibits a clinical lab from disclosing clinical laboratory test results to an [HIO].  Because there is no prohibition on such a disclosure in Arizona law, disclosure of a patient’s clinical laboratory test results to an [HIO] consistent with HIPAA does not conflict with state law.  Therefore, the Department believes a clinical laboratory may share clinical laboratory test results with an [HIO] when done in compliance with HIPAA.


 


� 42 C.F.R. § 493.1291(f). 


� See 42 C.F.R. §§ 2.1 through 2.67.


� 42 C.F.R. § 2.3.  A “program” is a person or entity that holds itself out as providing, and provides, alcohol or drug abuse diagnosis, treatment, or referral for treatment.  42 C.F.R. § 2.11.  A program is “federally assisted” if it: (1) is conducted entirely or in part by any federal agency or department (with some exceptions for Veterans Administration and Armed Forces programs); (2) is conducted under a license, certificate, registration, or other authorization from any federal agency or department, including certified Medicare providers, authorized methadone maintenance treatment providers, and programs registered under the Controlled Substances Act to dispense controlled substances for alcohol or drug abuse treatment; ( 3) is tax-exempt or to whom contributions are tax deductible; or (4) is the recipient of any federal funds.  42 C.F.R. § 2.12(b).  The types of programs that may be covered include treatment or rehabilitation programs, employee assistance programs, programs within general hospitals, school-based programs, and private practitioners who hold themselves out as providing, and do provide, alcohol or drug abuse diagnosis, treatment, or referral for treatment, if they are federally assisted.  A general medical facility is not a “program” unless it has a discrete, identified unit that holds itself out as providing, and provides, alcohol or drug abuse diagnosis, treatment, or referral for treatment, so these federal regulations do not have wide applicability.


� 42 C.F.R. § 2.11 (defining qualified service organization); § 2.12(c)(4) (permitting disclosure to a qualified service organization). 


� “Records” include “any information, whether recorded or not, relating to a patient received or acquired by a federally assisted alcohol or drug program.”  42 C.F.R. § 2.11 (definitions).


� 42 C.F.R. § 2.12(d)(2)(i).  


� 42 C.F.R. § 2.11 (definitions). 


� 42 C.F.R. § 2.12(d)(2)(iii).  


� 42 C.F.R. § 2.32 (requiring written statement:  “This information has been disclosed to you from records protected by Federal confidentiality rules (42 CFR part 2).  The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 CFR part 2.  A general authorization for the release of medical or other information is NOT sufficient for this purpose.  The Federal rules restrict any use of the information to criminally investigate or prosecute any alcohol or drug abuse patient.”).


� See 42 C.F.R. § 2.12, § 2.13, § 2.51, § 2.52, and § 2.53.  These permitted disclosures include:


(1)	To communicate internally in connection with duties related to the provision of diagnosis, treatment or referral for treatment of alcohol or drug abuse;


(2)	To communicate with an entity that has direct administrative control over the program;


(3)	To notify law enforcement officers when a patient commits or threatens to commit a crime on the premises or against program personnel; 


(4)	To report suspected child abuse and neglect as required by state law; 


(5)	To medical personnel for the purpose of treating a condition that poses an immediate threat to the health of any individual and that requires immediate medical intervention;


(6)	To the Food and Drug Administration (“FDA”) for purposes of notifying patients and their physicians of dangers to the health of any individual due to mislabeling, error in manufacture, or the sale of products under FDA jurisdiction;


(7)	For research activities, but only if certain protections are followed;


(8)	To communicate with “qualified service organizations” (third party business partners that provide data processing, legal services, and other functions for the program); and


(9)	Audit and evaluation activities of the program.


� SAMHSA, The Confidentiality of Alcohol and Drug Abuse Patient Records Regulation and the HIPAA Privacy Rule:  Implications for Alcohol and Substance Abuse Programs” (June 2004), at �HYPERLINK "http://www.hipaa.samhsa.gov/download2/SAMHSAHIPAAComparisonClearedPDFVersion.pdf"�http://www.hipaa.samhsa.gov/download2/SAMHSAHIPAAComparisonClearedPDFVersion.pdf�. 


� See 72 Fed. Reg. 63718 (Nov. 9, 2007). 


� See 16 C.F.R. § 681.2(d)(1). 


� See �HYPERLINK "http://www.ftc.gov/os/2008/10/081022idtheftredflagsrule.pdf"�http://www.ftc.gov/os/2008/10/081022idtheftredflagsrule.pdf�. 


� “Credit” means “the right granted by a creditor to a debtor to defer payment of debt or to incur debts and defer its payment or to purchase property or services and defer payment therefor.” 16 C.F.R. § 681.2(b)(4); 15 U.S.C.A. § 1681a(r)(5); 15 U.S.C.A. § 1691a(d).  It is not limited to credit granted to individual consumers. 


� 16 C.F.R. § 681.2(b)(5); 15 U.S.C. § 1681a(r)(5); 15 U.S.C.A. § 1691a(e).  


� 16 C.F.R. § 681.2(b)(3).  


� 16 C.F.R. § 681.2(b)(9); 16 C.F.R. § 681.2(d)(2).


� 16 C.F.R. § 681.2(e):


Obtain approval of the initial written program from either its board of directors or an appropriate committee of the board of directors;


Involve the board of directors, an appropriate board committee, or a designated senior management level employee in the program’s oversight, development, implementation;


Train staff to effectively implement the program; 


Exercise appropriate and effective oversight of service provider arrangements; 


Provide for the continued administration of the program; and


Ensure the program is updated periodically, to reflect changes in risks to customers and to the safety and soundness of the creditor from identity theft.


� 72 Fed. Reg. 63718, 64727.


� 73 Fed. Reg. at 36721 (June 27, 2008).  


� 73 Fed. Reg. at 36722. 


� Arizona Revised Statutes (A.R.S.) § 12-2291 through § 12-2296.


� A.R.S. § 36-501 et seq.


� A.R.S. §§ 12-2802� TA \l "A.R.S. §§12-2802" \s "A.R.S. § 12-2802" \c 2 �.


� A.R.S. § 36-664� TA \s "A.R.S. § 36-664" �.  


� See R9-10-209 (patient rights requirements for hospitals); R9-10-228 (medical records requirements for hospitals); R9-10-505 (patient rights requirements for adult day health care facilities); R9-10-511 (medical records requirements for adult day health care facilities); R9-10-710 (patient rights requirements for assisted living facilities); R9-10-714 (medical records requirements for assisted living facilities); R9-10-802 (general requirements for hospices, including patient rights); R9-10-812 (medical records requirements for hospices); R9-10-907 (patient rights requirements for nursing care institutions); R9-10-913 (medical records requirements for nursing care institutions); R9-10-1107 (patient rights requirements for home health agencies); R9-10-1108 (medical records requirements for home health agencies); R9-10-1403 (patient rights requirements for recovery care centers); R9-10-1409 (medical records requirements for recovery care centers);  R9-10-1507 (patient rights requirements for abortion clinics); R9-1511 (medical records requirements for abortion clinics); R9-10-1703 (patient rights requirements for outpatient surgical centers); R9-10-1710 (medical records requirements for outpatient surgical centers); A.R.S. § 32-1401 (allopathic physicians) (defining “unprofessional conduct” as including “[i]ntentionally disclosing a professional secret or intentionally disclosing a privileged communication except as either act may otherwise be required by law,” interpreted as permitting physicians to comply with HIPAA); A.R.S. § 32-101 (naturopathic physicians) (same); A.R.S. § 32-1854 (osteopathic physicians) (same); A.R.S. § 32-2933 (homeopathic physicians) (same).


� Title 32, Arizona Revised Statutes, Chapter 18.


� Arizona Administrative Code, Title 4, Chapter 23 (Board of Pharmacy rules).


� A.R.S. § 36-2501, et seq.; see A.R.S. § 36-2525 (requiring manually signed written prescription for controlled substances).


� R4-23-407. Prescription Requirements


***


“F. Electronic transmission of a prescription order from a medical practitioner to a pharmacy.


1. Unless otherwise prohibited by law, a medical practitioner or medical practitioner’s agent may transmit a prescription order by electronic means, directly or through an intermediary, including an E-prescribing network, to the dispensing pharmacy as specified in A.R.S. § 32-1968.


2. For electronic transmission of a Schedule II, III, IV, or V controlled substance prescription order, the medical practitioner and pharmacy shall ensure that the transmission complies with any security or other requirements of federal law.


3. The medical practitioner and pharmacy shall ensure that all electronic transmissions comply with all the security requirements of state or federal law related to the privacy of protected health information.”


� See �HYPERLINK "http://www.nccusl.org/Update/uniformact_factsheets/uniformacts-fs-ueta.asp"�http://www.nccusl.org/Update/uniformact_factsheets/uniformacts-fs-ueta.asp�.  


� �HYPERLINK "http://en.wikipedia.org/wiki/Uniform_Electronic_Transactions_Act"�http://en.wikipedia.org/wiki/Uniform_Electronic_Transactions_Act�. 


� A.R.S. § 44-7501.


� A.R.S. § 44-7001, et seq.


� A.R.S. § 44-7002(8).


� A.R.S. § 44-7007(D).


� A.R.S. § 44-7009(A).


� A.R.S. § 44-7002(14).  See also Section 44-7031 (defining “secure electronic signature” to create a rebuttable presumption that the record was not altered).


� See 41-132 (requiring “[a]n electronic signature shall be unique to the person using it, shall be capable of reliable verification and shall be linked to a record in a manner so that if the record is changed the electronic signature is invalidated”; containing specific requirements for an electronic signature that is a digital signature through the use of an asymmetric cryptosystem). 


� See National Human Genome Research Institute Web site, at �HYPERLINK "http://www.genome.gov/24519851"�http://www.genome.gov/24519851�. 


� See, e.g., Genetic Alliance Web Site at �HYPERLINK "http://www.geneticalliance.org/ws_display.asp?filter=about"�http://www.geneticalliance.org/ws_display.asp?filter=about�; Electronic Privacy Information Center Web Site at �HYPERLINK "http://www.epic.org/privacy/genetic/"�http://www.epic.org/privacy/genetic/�. 


� A.R.S. §§ 12-2802. 


� A.R.S. § 12-2802(F).


� A.R.S. § 12-2804.


� A.R.S. § 20-448.02.


� A.R.S. §§ 12-2802(1).


� A.R.S. § 12-2802(A)(3) (permitting release to “[a]ny person who is specifically authorized in writing by the person tested or by that person’s health care decision maker to receive this information.”). 


� 45 C.F.R. § 164.514.


� A.R.S. 44-1373(A).


� A.R.S. 44-1373(C).


� See, e.g., National Institute of Standards and Technology (NIST), "Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule (SP 800-66 REV 1), at �HYPERLINK "http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf"�http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf�. 


� For a sample HIO participation agreement developed in Arizona on behalf of Arizona Health-e Connection, see �HYPERLINK "http://mail.cgsblaw.com/exchweb/bin/redir.asp?URL=http://www.azhec.org/BinaryData/PDFs/HII/AzHeC%2520Model%2520HIE%2520Participation%2520Agreement%2520(4-17-08).pdf" \t "_blank"�http://www.azhec.org/BinaryData/PDFs/HII/AzHeC%20Model%20HIE%20Participation%20Agreement%20(4-17-08).pdf�.


� Restatement (Second) of Torts, § 652A, Comment a (1977) (defining the right to privacy).  See, e.g., Reed v. Real Detective Publishing Co., 63 Ariz. 294, 162 P.2d 133 (1945) (first Arizona case recognizing an action for invasion of privacy).  


� Restatement (Second) of Torts, § 652A(2)(a)-(d).  


� Hart, 947 P.2d at 853 (quoting Rest. § 652B).  


� Restatement (Second) of Torts, § 652A (1977).  See Godbehere, 62 Ariz. at 339-40, 783 P.2d at 785-86; Medical Laboratory Management Consultants, 30 F. Supp. 2d at 1187-1190.


� See, e.g. A.R.S. § 12-2292 (unless otherwise provided by law, “all medical records and payment records, and the information contained in medical records and payment records, are privileged and confidential. A health care provider may only disclose that part or all of a patient’s medical records and payment records as authorized by state or federal law or written authorization signed by the patient or the patient’s health care decision maker.”).  


� Medical Laboratory Management Consultants, 30 F. Supp. 2d at 1189 (quoting Deteresa v. American Broadcasting Companies, Inc., 121 F.3d 460, 465 (9th Cir. 1997)).  


� See Cluff, 10 Ariz. App. 560, 563, 460 P.2d 666, 669, overruled on other grounds by Godbehere v. Phoenix Newspapers, Inc., 162 Ariz. 335, 783 P.2d 781 (1989) (“This constitutional provision was not intended to give rise to a private cause of action between private individuals, but was intended as a prohibition on the State and has the same effect as the Fourth Amendment of the Constitution of the United States.”). 


� See, e.g., Webb v. Smart Document Solutions, LLC, 499 F.3d 1078, 1082 (9th Cir.2007); Buchanan v. Gay, 491 F. Supp. 2d 483 (D. Del. 2007); Acara v. Banks, 470 F.3d 569 (5th Cir.2006); Agee v. United States, 72 Fed.Cl. 284 (Fed.Cl.2006); Carney v. Snyder, No. C.A. 06-23 ERIE, 2006 WL 2372007 (W.D.Pa. Aug.15, 2006); Rigaud v. Garofalo, No. Civ.A. 04-1866, 2005 WL 1030196 (E.D.Pa. May 2, 2005); O’Donnell v. Blue Cross Blue Shield of Wyoming, 173 F.Supp.2d 1176, 1179-80 (D.C.Wyo.2001); Wright v. Combined Insur. Co. of Am., 959 F.Supp. 356, 362-63 (N.D.Miss.1997).


� See, e.g. Sorensen v. Barbuto, 143 P.3d 295 (Utah App. 2006) (involving patient claim against former treating physician after physician engaged in ex parte communications with defense counsel in patient’s underlying personal injury action).


� Public Law 111-5, Section 13410(e) (State AG enforcement authority). 


� Good v. City of Glendale, 150 Ariz. 218, 221, 722 P.2d 386, 389 (App. 1986) (citing the Restatement (Second) of Torts, § 286 (1965)).  


� http://www.ncvhs.hhs.gov/080220lt.pdf.
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