 Oregon Health Authority’s comments on ONC’s Shared Nationwide Interoperability Roadmap
April 3, 2015

General Comment Summary:
Overall, the Oregon Health Authority’s Office of Health Information Technology finds the Roadmap to be a positive step forward in moving the nation toward true interoperability for health information exchange and technology. It provides a framework for how interoperability can move forward with specific calls to action around governance, and identifying areas specific to the federal and state levels. We believe that there is space within the Roadmap to further clarify the coordination and facilitation role of ONC and how it relates to the different activities and diverse stakeholders.  

We are pleased to see nationwide efforts focused on interoperability; we want to emphasize the importance of this being carried through to detailed levels of federal programs and to stakeholders outside of the federal government system, including states, private sector actors, and the end-user—providers and clients. Oregon has experienced considerable challenges in achieving true interoperability, and the next five-year period is critical to advancing HIT. We are excited to see that many of the areas in which we have been focusing are key components of the Interoperability Roadmap. The emphasis on this being the Roadmap for the nation, encompassing all players, is well appreciated. It would be good for there to be further delineation of roles and broad scopes of responsibility, and a strengthening of the role of States in furthering interoperability.  

We appreciate the increased focus on the individual within the Roadmap. We believe that there is space to clarify the roles of the different federal, state, and private stakeholders in the outreach to and advancement of the use of HIT/HIE by individuals. The motivations, needs, and perceived value for individuals could be defined more clearly within the Roadmap. As the client end-user is a critical component of the success of interoperability, it will be key to clearly delineate in future actionable plans the parties responsible for direct engagement with the individual and the strategy under which that work will take place. 

We also agree with the overall definition of interoperability as proffered within the document: “…the ability of a system to exchange electronic health information with and use electronic health information from other systems without special effort on the part of the user.” Moving into the practicable actions that will move the Roadmap forward, there needs to be a consensus around what interoperability means at the actionable level and the specific long-term goal(s) for those delivering solutions. This should take into consideration multiple factors including: those who need access for care coordination; what are the use cases beyond MU; what is “whole person” care; and technical support capabilities and capacities in small clinics.  
 
As the Roadmap is executed, it will be important for ONC to coordinate and collaborate with key stakeholders including private providers, health plans, and vendors on communications, standards, services, policies, practices and incentives through the process of outlining tactical steps to carry actions forward that have been delineated within the Roadmap. Throughout the document, the word “nation” is used to encapsulate all stakeholders vested in this effort. However, it is imperative to ensure that roles and responsibilities are delineated. We agree that we as a nation need to move forward in this effort. However, without further specificity as to how the different components come together, interoperability will remain a challenge. The seven governance points begin to flesh this out, and it is good to see such an emphasis on governance. 
We look to ONC to facilitate these discussions around governance. ONC plays a critical role in bringing parties together, particularly at the national level. ONC should provide specifics as to how intends to fulfill that role in the near, medium, and long term. We see this process moving forward with the involvement of both public and private sectors—including trust communities, with ONC coordinating and overseeing the discussion and assuring that all players are brought to the table, including States.

Communication, education, and sustainable incentives (monetary and otherwise) at each level around the goals and the implementation will be critical to ensuring the greatest level of success, particularly as solutions have already been or are in the process of development and there will be a tension between the ideals of competition in the private sector and that of interoperability throughout the system. It may be necessary to create incentives or push points for the private sector to ensure that their focus remains on interoperability. The common set of standards, services, policies and practices needs to be inclusive of public and private entities.

Within Oregon, key stakeholders have had discussions around common themes related to interoperability. Common points of concern for our stakeholders are as follows:
· Cost – the technologies are emerging and they are expensive to adopt and operate. When vendors change or update their products they push these costs onto providers and organizations. Particularly as organizations experiment and learn what works within their community, these costs are considerable. 
· Value – demonstrating the value of HIE tools is difficult and directly tied to the scope of each solution. Big encompassing solutions are too costly and complicated to get off the ground; small solutions do not always demonstrate enough value across the various sectors of the health care system. Therefore, the strategy for implementation of a solution is key and sufficient incentives need to be put into place to encourage users as the system is growing but prior to it reaching a critical tipping point in number of users that will provide a broad enough reach to bring value to the users. If the system grows too quickly, it can be overcomplicated and too expensive for potential users to buy in. If the system is too small, users may not see the value of the system or solution. Balance is critical in demonstrating the value of a system.
· In Oregon, the Emergency Department Information Exchange (EDIE) is a good example of how clear value drives adoption of these technologies
· Clinical Need – standards need to be more closely aligned with the needs of clinicians. Existing standards (e.g. HL7, CCDA, etc.) do not give clinicians everything they need to do their jobs.

We appreciate and commend the recent federal efforts to provide clear and timely plans to advance HIT across the country. We will continue to look to HHS and ONC for HIT plans and guidance to ensure continually aligned efforts in Oregon. 

About the Oregon Health Authority’s Office of Health Information Technology:
The Oregon Health Authority’s Office of Health Information Technology (OHIT) was established in 2011 as a part of the state’s health agency to support the adoption of electronic health records, the secure exchange of health information, and supporting meaningful use initiatives in the state. OHIT is a resource for both state programs and other public and private users of health information, providing planning, coordination, policy analysis and the development of public/private partnerships to further health IT in Oregon. Health IT is a key part of Oregon’s efforts to create a system of better health, better care and lower cost for all Oregonians.

Specific Comments:

	Page
	Section
	Phrase/paragraph from Plan
	Comment/Recommendation

	11
	Current Context
	Last paragraph: HHS will consider where additional guidance may be needed to clarify the current legal framework, including Health Insurance Portability and Accountability Act (HIPAA) Rules, to effectively support individual privacy in a learning health system
	This will be a critical component moving forward, as interoperability has been challenged in its advancement in part due to the lack of clarity around regulations surrounding information sharing, consent, and authorization.

	13-14
	Critical Actions for Near Term Wins 
	4. Clarify privacy and security requirements that enable interoperability:
Many organizations have misinterpreted HIPAA rules and other regulations and therefore refrain from sharing health information, even with individuals themselves.
Federal agencies and other stakeholders should work to provide the Office for Civil Rights, which enforces and issues guidance on the HIPAA Rules, with information it needs to determine whether additional guidance is needed to support interoperability while maintaining the crucial privacy protections on which interoperability relies.
	There is a disconnect between what is actually permitted to be shared and what organizations perceive to be permissible to be shared. Inclusion of this paragraph leads the reader to believe that ONC may take on a role in assisting to clarify the rules, but this is not specifically stated. As mentioned above, this would be an incredibly useful and critical step toward increased interoperability. It would also be beneficial to see this work expand to include 42 CFR part 2 as well.

	15
	Figure 2
	Timeline of Select High-Level Critical Actions for Near-Term Wins: Privacy and security requirements to enable interoperability
	We have concerns that the timeline for the clarification of privacy and security requirements may take longer than the amount of time anticipated in the Roadmap, which appears to be by the end of 2015. Given the complexity of the issues surrounding privacy and security requirements, we would anticipate that this would bleed over into the following years, continuing even into the policy and funding lever discussions. There are, however, those that have implemented new pay for performance models of care delivery and this immediate timeline is appropriate for those groups.

	22
	Figure 5
	Stakeholder Perspectives
	The clear outline of stakeholders types and definitions with symbols is much appreciated. We encourage ONC to provide a succinct label (1-2 words) for each type that flows well in narrative documents and can be re-utilized by others as universally accepted labels and definitions.

	30
	Moving Forward and Milestones
	First paragraph: While the various organizations with their varying governance methods (policy, operational and technical) described above play an important part in the governance landscape, there is no single process or mechanism to bring them all together in a coordinated manner or in a manner that can reconcile differences.
	We have concerns that ONC does not present as having a role in helping to coordinate the governance efforts on some level. We believe ONC could play a role in cataloguing governance methods and convening like stakeholders who need assistance in working through governance models and barriers. 

	30
	Moving Forward and Milestones
	First paragraph: Furthermore, additional networks will likely emerge as customer needs evolve.
	“Furthermore, additional networks will likely emerge as customer needs and health care service models evolve.”

	30
	Moving Forward and Milestones
	Second paragraph: 
It is important that there be a set of "rules of the road," a multi-stakeholder process to address operational issues to support the rules of the road and a mechanism for demonstrating and identifying compliance with the rules, as well as addressing non-compliance. A coordinated governance mechanism must support a transparent and inclusive process for identifying operational issues and making decisions to support electronic health information exchange for individual and population health. The process should be inclusive of public and private actors and must hold true to the principle of person-centeredness.
	We believe that ONC has a key role, in coordination with other partners, in overseeing compliance in a multi-stakeholder process, such as trust communities, to represent the interest of federally funded activities, government advocacy, and to monitor for bad actors. While ONC is not the sole actor in this regard, we believe that as the coordinator at the national level, the voice and influence of the ONC will be critical in these activities.

	31


	Moving Forward and Milestones
	Last paragraph: The public and private sectors must work together to identify and address operational issues that currently inhibit interoperability. The public and private sectors must establish a mechanism for compliance and accountability to governance criteria.
	We should ensure that this also takes into account and applies to not only those vendors offering the exchange solutions (EHRs, HISPs, etc.) but also for those offering trust networks for exchange. It would be beneficial to see what the anticipated role of ONC or other federal agencies to go beyond implementation specifications to examine and address issues that inhibit interoperability. 

	31
	Governance Principles 
	Policy – Access to Personal Health Information: No policy, business, operational, or technical barriers that are not required by law should be built to prevent information from appropriately flowing across geographic, health IT developer and organizational boundaries in support of patient care.
	We appreciate ONC’s identification of this principle. However, barriers are usually built unintentionally or a result of a series of disconnected efforts resulting from policy, business, operational, or technical activities. This is our interpretation - “Policies, business/operational processes, or technical solutions and standards should promote the flow of patient care information across geographic, health IT developer and organizational boundaries. Barriers to these efforts, unless required by law, should be identified and removed.”

	32
	Governance Principles
	Policy – Transparency: Data holders and entities facilitating electronic exchange of health information should provide easily understandable and accessible information about organizations’ data practices. 
	We support this effort, but acknowledge that the granular level of the examples may be difficult to make transparent for every scenario and easily understandable.

	33
	Governance Principles
	Operations – Inclusive Governance: 
Entities facilitating interoperability of health IT should promote inclusive participation and adequate stakeholder representation (especially among individuals and patient advocates) in the development of data policies and operations policies.. 
	We strongly support the inclusion of individuals and patient advocates in governance.

	33
	Governance Principles
	Operations – Open Exchange: An entity engaged in the exchange of electronic health information shall treat all personal health information exchange requests, services and efforts in roughly the same way and not erect barriers to the authorized flow of information. For instance, a health IT developer that has health information exchange applications shall not prevent a user from using health information exchange applications developed by competitors. 
	In addition: ...a health IT developer that has health information exchange applications shall not prevent a user from using health information exchange applications developed by competitors and should make applications that have configurable data points to align with law (42 CFR Part 2, adolescent health information, etc.).

	33
	Governance Principles
	Operations – Open Exchange: Provide open access to exchange services, such as access to an organization's provider directory that would enable local, regional and/or nationwide organizations and individuals to identify with whom they can electronically exchange information and how such exchange would have to be completed, pursuant to applicable laws and regulations. 
	We strongly support this principle and would encourage that this would explicitly apply to trust communities, along with other pertinent organizations.

	34 
	Table 1
	A1. Establishment of Coordinated Governance - 2015-2017: 
1. ONC will define a nationwide governance framework with common rules of the road for trust and interoperability and a mechanism for identifying compliance with common criteria. These rules will first focus on interoperability of a common clinical data set for purposes of treatment.
	We encourage ONC to initially focus on interoperability issues related to Mu Stage 2. We’ve heard from our providers that the technology that is tested and certified to meet certain objectives does not always work as it is supposed to.   An example is for the transitions of care MU 2 measure – An electronic clinical summary is supposed to be able to be sent from one provider’s EHR and automatically ingested into another provider’s EHR with no intervention by the receiving provider.    This does not always happen.  Reasons we’ve heard is that if a CCD is not attached, a message will not go through or there are workflow issues - members of the care team who do not have NPIs, may not have Direct Addresses to send the proper message

	34 
	Table 1
	A1. Establishment of Coordinated Governance -2015-2017: 
3. Call to action: Public and private sector stakeholders across the ecosystem should come together to establish a single coordinated governance process to establish more detailed policies regarding business practices, including policies for identifying and addressing bad actors and to identify the technical standards that will enable interoperability for specific use cases 

4. Call to action: Federal agencies that provide or pay for health services should align their policies for interoperability with the nationwide governance framework. 

	We agree that a coordinated governance process and policies are needed, and will participate as a state governmental entity when appropriate.
We believe ONC should serve in this role, including convening and coordinating, and be specifically identified in the call to action. 
We would encourage that there be a means by which appeals and exceptions can be brought forward related to standards.
As ideal as it would be to have a single governance process, it is more realistic to have a coordinated governance process to address multiple types of issues. 
If the coordinated governance process that establishes more detailed policies is also being developed in the same timeframe (2015-2017), then we believe the outcomes for this item may not be completely fulfilled by 2017 and
 - federal agencies may not have adequate time to fulfill aligning their policies for interoperability to the framework.  
Are there operational processes that this group will also be expected to cover?  If so, we believe this should be called out to prevent confusion since both business and technical were specifically addressed.

In addition to identification of bad actors, which is appreciated, processes for addressing corrective plans of action should be included. Flexibility in standards adoption, and adherence to the letter versus the spirit of specific use cases is important. While much of the focus on health reform initiatives has appropriately been on improved health and access to care, public health prevention activities should also highlighted.

Providers participating in meaningful use have told us that their systems do not always perform as tested and their vendor may not be responsive to complaints.  

	35
	Table 1
	A2. Policies & Operations -4: ONC and stakeholders participating in the coordinated governance process, human service providers and health-related device overseers should define policies for interoperability of health information from non-clinical sources.  
	Given new payment models there are current barriers related to these areas now, we believe this should be moved to the 2015-2017.

	36
	Table 1
	A3. Standards - 3: The coordinated governance establish an ongoing evaluation process for the efficacy of standards and testing tools.
	We believe this should shift to 2015-2017 as an ongoing evaluation process should be established when standards are identified to have feedback look from the start.

	36
	Table 1
	A3. Standards - 5: The coordinated governance process should use the standards evaluation process on an ongoing basis to coordinate the roll out of software and service changes so as not to disrupt established interoperability.
	Federal efforts must keep state- and jurisdiction-level legislative and policy mandates and data requirements in mind. Adoption of new standards and software must not disrupt current public health clinical or surveillance activities.

	41
	Supportive Business, Clinical, Cultural and Regulatory Environments
	States: Entire section
	[bookmark: _GoBack]We applaud ONC and CMS for their coordinated efforts to adjust the conceptual model of how Medicaid funds can be used to increase interoperability. Oregon has and will continue to utilize this path to subsidize interoperable infrastructure, where appropriate and needed, to support new delivery systems and payment models across the state. We will continue our efforts to implement state programs and policy levers to further promote interoperability, and participate in wide-spread governance models and utilize nationally recognized standards.

	44
	Table 2
	B2. State Actions –Entire section
	We applaud ONC and CMS for their coordinated efforts to align policy levers specific to states. We acknowledge the state calls to action; Oregon will continue to align our current and future policies and efforts, when and where appropriate, to support new delivery systems and payment models across the state. We look to ONC and CMS to provide further clarification and detail on these calls to action so Oregon can best align our efforts.

	44
	Table 2
	8) A significant portion of active federal grants and contracts that include provisions related to health IT adoption and exchange align with national standards for health IT.
	Most of the funds for public health activities come from federal grants. Many of these projects are siloed and time limited activities, and efforts to sustain valuable projects are thwarted by the lack of coordination across federally funded activities. Staff turn-over is high, and infrastructure is fragile because we are not able to retain resources. This is neither efficient nor sustainable. We hope that this alignment is not just with regard to adoption of nationally recognized standards, but also coordination within federal agencies of aligning funding opportunities to build sustainable infrastructures for awardees.

	44
	Table 2
	1) Call to action: All states should have an interoperability roadmap articulated in their health-related strategic plans (including their Annual Medicaid Health IT Plan). 

2) Call to action: All states should take appropriate steps to implement policies that are in alignment to the national, multi-stakeholder approach to coordinated governance for interoperability. 

9) Call to action: The vast majority of states should enact state-autonomous policies to support interoperability.
	Public Health entities should be called out in each state’s interoperability road map and HIT strategic plans. Informatics should be recognized as distinct discipline that is supported by state agencies working toward implementation of interoperability policies.

	47
	Table 3
	1) Call to action: A majority of individuals and their caregivers should demand access to their electronic health information in a format that they can use to manage their health or that of others.
3) Call to action: Individuals should contribute clinically relevant patient-generated health data and request corrections to their electronic health information to effectively manage their interactions with the care delivery system and to manage their health and wellness where they live, work and play.
	Although we support individual access to individual data, standards are needed to ensure uniform authentication and authorization for on demand record requests. With regard to public health data, much of what is collected is either surveillance data and aggregated reports are readily available upon request. Rather than accessing public health surveillance systems, better interoperability between public health systems and EHRs should be supported such that data are available to individuals through existing systems.

	48
	C.2 Providers and technology developers supporting individual empowerment
	2015-2017:
3. Call to action: Providers and technology developers should provide a majority of individuals with the ability to send and receive their health information and make decisions with the providers of their choice, including but not limited to their existing care team based on their preferences.
	Specifying only providers and technology developers as a part of this call to action seems limited; delivery systems, healthcare purchasers, organizations and government all may be a part of this.
We hope that the operationalization of this call to action would include education and outreach.
Is this section focused on trying to ensure availability of these systems for sending health information, but not necessarily access?

	48
	Table 3: C.2. Providers and technology devlopers supporting individual empowerment
	8. Call to action: Providers should welcome and use information from other providers to avoid duplication of tests and ensure coordinated care.
9. Call to action: Providers and health IT developers should provide a majority of individuals/caregivers the ability to contribute as needed to their electronic health information and support the incorporation of patient-generated health data.
	Public health supports individual access to data, however, standards are needed to ensure uniform authentication and authorization for on demand record requests.  Furthermore, individual record requests should be done through health record systems and not public health systems – though, public health entities should provide consistent access to aggregate data whenever possible.
Standards for patient generated data need to be in place to protect the integrity of the clinical data, and corrections to clinical data based on patient generated information should be made in a patient’s health record to ensure that corrected information also populates external systems (e.g., immunization registries, laboratory information systems, etc.).

	52
	Table 4
	D2. Providers embrace a Culture of Interoperability and work with vendors and other supporting entities to improve interoperability
	In the past, providers have both allowed vendors to drive implementation and interoperability strategies. We hope that these strongly worded calls to action will encourage providers to both take an active role in their health IT implementations and also provide them with language and resources to hold their vendors to the highest standards.
We would also encourage a broader concept of those who work with vendors, and explicitly include mention of provider organizations, health delivery systems, and health purchasers. Providers are not solely responsible and while the Roadmap does mention other supporting entities, it would be beneficial to provide a broader range of examples beyond providers.

	56
	Ubiquitous, Secure Network Infrastructure

	Background and Current State: Encryption of data is a second component of a ubiquitous, secure network infrastructure. Encryption is a method of scrambling or encoding data, so that it cannot be read without the appropriate key to unscramble the content.”
	Is ONC saying this is the only method or “gold standard” of protection/security? 

	56
	Ubiquitous, Secure Network Infrastructure
	A learning health system's cybersecurity program encompasses, but is not limited to, the following:
	We interpret and recommend that a learning health system includes trust community organizations. 

	59
	Verifiable Identity and Authentication of All Participants
	Background and Current State: 
…the health care industry has not standardized its LOA requirements for identity proofing and authentication. The lack of consistently applied methods and criteria for both identity proofing and authentication has significantly hampered the exchange of data across organizations. For example, Direct was intended to work much like email and lower the barrier for exchange for providers and hospitals by eliminating the need for complex legal agreements between individual organizations. However, many health information service providers (HISPs) have different identity proofing and authentication policies and requirements. Or, HISPs may not acknowledge the identity proofing and authentication undertaken upstream by another organization. This variation has led to the creation of multiple trust organizations and individual agreements between organizations. Ultimately, providers and hospitals are limited to exchanging data only with those individuals or organizations with whom they (or their HISP) have created an agreement. In a learning health system, in contrast, the providers and hospitals should exchange with any other provider or hospital appropriately identity proofed and authenticated and especially with providers or hospitals that a patient directs them to share with.
	We appreciate ONC acknowledging the inconsistent applied methods and criteria for identify proofing and authentication in the healthcare industry. 

We appreciate ONC acknowledging that Direct was intended to work much like email and lower the barrier for exchange for providers and hospitals by eliminating the need for complex legal agreements between individual organizations. We strongly encourage ONC to address activity that goes outside the intent with appropriate advocacy and policy levers. 

Given Direct was seen as a means to lower the barrier for exchange, we support HISP policies that allow organizational level identify proofing and authentication. HISP efforts that require individual level identity proofing and authentication are cost-prohibitive and do not align with the intention of Direct.

	60
	Verifiable Identity and Authentication of All Participants
	Background and Current State: Additionally, HITPC’s recommendations have strongly encouraged providers to use multi-factor authentication for provider remote access to PHI and for patient access to patient portals.”

Based on the NSTIC’s work, as well as wide agreement across various sectors (financial, health, defense, etc.), multi-factor authentication and solid identity proofing process have been acknowledged as the new norm.
	The Background and Current State assessment includes the use of trust organizations. It is unclear if this section is advising entities that are currently in trust organizations to look to moving to multi-factor authentication instead of relying on trust organizations.  
Also, unclear from ONC narrative if there is an anticipated time in the future when multi-factor authentication will be more widely in place.  

	60
	Verifiable Identity and Authentication of All Participants
	Moving Forward: To prepare, the nation can take some simple steps to pave the way today: establish common identity proofing practices at the point of care; require multi-factor authentication for all patient and provider access to health IT systems in a way that aligns with what is required in other industries; leverage existing mobile technologies and smart phones to provide efficient, effective paths for patient or provider identity authentication; and integrate the RESTful approaches to authentication in anticipation of that vision of tomorrow.
	Within this context, it is unclear who would be the responsible party or governing body for this component. In specific: 
· Which industry? Cell phone? Software? 
· What technology?
· Who is the identified user(s)?
This section appears to rely heavily on the private sector engaging in and directing these steps. Is this the intention of ONC? Or is this envisioned as shared between public and private sector. 

We would see this process moving forward with the involvement of both public and private sectors, with a role for ONC in facilitation and assuring that all players are brought to the table, including States.

	61
	Table 6 
	Critical Actions for Verifiable Identity and Authentication of All Participants
	This section could benefit from the addition of a component in looking at provider input and workflow in order for this to be practically applied. 

	62
	Consistent Representation of Permission to 
Collect, Share And Use Identifiable Health Information
	Background and Current State: The success of health IT and interoperability is dependent on individuals’ trust that their health information will be kept private and secure and that their rights with respect to this information will be respected.”

	Though this section focuses on the individual, it might be pertinent to add that this is also dependent on providers and organizations: having the capacity to fully explain the utilization of personal health information in HIT; feeling confident that IT products, services, and policies are capable of keeping information secure; and that they understand the regulations under which they can/cannot share information. 

	65-66
	Consistent Representation of Permission to Collect, Share and Use Identifiable Health Information
	Basic Choice v. Granular Choice: “Basic choice” is the choice an individual makes about the use and disclosure of their health information generally, including electronic exchange of health information that is not subject to heightened use and disclosure restrictions under state or federal law.

“Granular choice” refers to the choice an individual makes to share specific types of information, including (1) information that fits into categories to which, by law, protections in addition to HIPAA apply; (2) the choice afforded an individual based on their age; and (3) the choice to share health information by specific provider or payer types.
	This section is good to simplify HIPAA disclosure “categories” to make it digestible for everyone.  However, ONC should include some language in this roadmap to make expressly clear that this is not the terminology that is used in regulations. Stakeholders have already expressed much confusion in this area.  

This section could use a clearer introduction because it does not flow well from the FIPPs section immediately prior. 

	67
	Consistent Representation of Permission to Collect, Share and Use Identifiable Health Information
	Moving Forward: To ensure consistent… In particular, the following three areas of policy will require attention before addressing technology standards to capture, communicate and process individual choice across the learning health system:
	This section only has 2 numerals for the “three areas” of policy. It looks like the “third” area of policy is the standardization of the meaning of sensitive health information laws.  

	69 
	Table 7
	G2 and G3

	There aren’t provisions to create guidance for the public regarding alignment of policies. Does this fall on stakeholders to provide this guidance?  

In G3 – there is not an action item for ONC to facilitate the alignment of regulations and policies for electronic health information that is protected by laws in addition to HIPAA. As written, it appears that stakeholders and state governments are on their own to promulgate this action. 
It is important to consider that state public health policies and legislation may dictate what is required to be both reported and maintained. Individuals may be unable to opt out of both “basic” and “granular” choices based on local laws. Federal stakeholders, and non-public health stakeholders should be mindful of potential conflicts.

	70
	Table 7
	G4 and G5
	These activities in the 2015-2017 column and 2018-2020 are aggressive for these time periods.

	73
	Table 8
	
	In this table, there is no activity that addresses the “diverse legal and regulatory environment” identified in the first paragraph on page 72. This needs to be addressed if an “Authorization Framework” (as identified on Page 72, second paragraph) is to be realized. 

	76
	Table 9
	I2 - 5: ONC and other industry certification programs will focus on including more stringent testing such as scenario-based testing and post-implementation testing to ensure interoperability while health IT is in use.
	Post-implementation testing seems critical to ensure that interoperability standards are implemented by vendors, rather than meeting the bare requirements for certification. Our experience with stakeholders has identified a discrepancy between the functionality ‘advertised’ by 2014 CEHRT and that which is truly available to an end-user (e.g. QRDA). Our assumption is that this could be impacted by the support models that each vendor has in place as well as characteristics of the end-user (e.g., large vs. small organizations and their respective IT capacity), but smaller practices may be purchasing CERHT and not realizing how much additional effort is needed to get the ‘out of the box’ product to support these standards.

	76
	Table 9
	I1 – 1: ONC, NIST and other health IT stakeholders will provide testing tools necessary to support the criteria in ONC's certification program. 


	Are the testing tools referenced here in addition to the tools already provided by ONC that support the criteria in ONC’s certification program? Who are the tools for?

	76
	Table 9
	I2 - 2: Other existing industry certification programs will continue to complement ONC’s Certification program to ensure that different aspects of HIT conform to the technical standards necessary for interoperability.  
	It would be helpful moving forward to understand in a more granular way what the ONC’s plan is to hold vendors accountable to conforming to the technical standards necessary for interoperability.

	76
	Table 9
	I1. Testing Tools and I2. Certification programs
	Certification and testing processes are detailed enough to support interoperability. Certification assumes that a product has demonstrated successful testing, such that during implementation the amount of customization is limited to inclusion of optional attributes and variations in local requirements.
We encourage ONC to continue working with public health and NIST to develop appropriate test suites for public health interoperability.

	82
	Consistent Format: C-CDA
	Moving Forward and Critical Actions: HL7’s Fast Healthcare Interoperability Resources (FHIR) effort is one that is emerging and exploring ways to accommodate new methods of exchanging information.
	Would like to understand where ONC sees this effort going and the impact on Direct secure messaging “critical mass” (page 90)?

	84
	Table 10. J1.
	4) ONC will annually publish an updated list of the best available standards and implementation specifications.
	ONC should work closely with CDC and national public health organizations to minimize local variations in implementation specifications. While many programs have adopted nationally supported standards as the base of their guides, there are many local modifications. 
While many of these specifications denote optional versus required elements, vendors have had the authority to pick and choose how to implement the specifications. We encourage ONC to convene public health authorities and their partner organizations to work toward reducing discrepancies between standards.

	85
	Table 10.
	J3. Develop and pilot new standards for priorities
J4. Vocabulary approach
J5. Maintain and improve standards
J6. New standards that support new and evolving requirements and priorities
	We support the ONC’s commitment to working with stakeholders across the ecosystem to pilot new formats and standards, while retaining existing standards when appropriate. We encourage the ONC to include a timeline for deprecation of locally maintained (i.e., not nationally recognized) code sets for public health reporting, including adoption and use of NPI for providers. 
We encourage the ONC to include public health stakeholders to discuss natural language processing as appropriate so that even unstructured data can be treated more systematically across the ecosystem.

	90
	Table 12. L2
	1) Public health agencies should converge on the use of standardized web services to support data submission as well as data query from registries and other systems. 
2) Providers (including hospitals, ambulatory providers, long-term care centers and behavioral health providers) should adopt and use DIRECT to reach critical mass.
	We strongly support the use of standardized web services to support both data submission as well as query data. The immunization registry community has demonstrated that providers value the immediate clinical decision support offered by the real-time exchange of data.
We continue to be concerned with the embracing of DIRECT as a standard for public health because it does not support real-time bidirectional data exchange, a use case critical for IIS-EHR interoperability. We will continue to explore the use of DIRECT for other public health use cases, and ask that ONC partner with data integration stakeholders like Orion and Mirth to develop easy to implement platforms that can integrate with existing public health data exchange strategies (e.g., replacing sFTP, PHINMS integration).

	90
	Table 12. L3.
	4) Health IT developers should widely implement national standards for query. 

5) Health IT developers should widely implement national standards for publish/subscribe. 

6) Health IT developers should implement national standards for RESTful web services as they are available.
	We agree with the recommendation to implement national standards for query, and encourage ONC request input from Public Health, particularly the IIS community, as well as the EHR vendor community on the inclusion of SOAP vs. REST. Ideally, only one preferred web service standard would be recommended and supported.

	94
	Table 13
	1) ONC and SDOs should standardize the minimum recommended data elements to be consistently included in all queries for patient clinical health information, and to be used to link patient clinical health information from disparate systems.

5) Health IT developers should reliably include standardized data elements in exchange transactions.

9) Providers and health IT developers should use best practices for data quality and algorithms to enhance identity matching accuracy in a majority of identity matching services.
	We support both the adoption of a minimum data set for both query and submission of patient level data. We agree with the proposed list of data elements, and encourage the ONC to consider adoption of a national health identifier. 
We encourage ONC to review an deduplication/patient matching report conducted by the IIS community: http://www.cdc.gov/vaccines/programs/iis/interop-proj/downloads/de-duplication.pdf

We also encourage ONC to look outside the health system environment for innovative solutions for individual data matching.

	98
	Reliable Resource Location
	Moving Forward - Reduce Duplicate Data Entry: Allowing for two-way sharing of data between NPPES and other CMS system such as PECOS, the provider enrollment system for Medicare. 
	Will there also be opportunities for state systems to leverage two-way sharing of data with NPPES?  


	100
	Table 14
	N1. Development of New Architecture and Standards - 4: Through coordinated governance, public and private stakeholders should prioritize the participants and services that are to be discoverable using resource location and identify a near-term goal for the first small set of resources to be included in an initial implementation. 
	Is this referring to a national implementation of a national directory? Perhaps a set of smaller scale pilots will help inform the implementation?


	101
	Table 14
	N2. Refinement and Adoption of Standards and Best Practices – 1: As an interim step, ONC will work with others to encourage initial uptake of current provider directory activities 
	We encourage ONC to work with organizations and states on the initial uptake and governance of provider directories by providing technical assistance. 

We support ONCs commitment to the development and adoption of national standards for locating participants and resources. Public health agencies have long struggled with how best to manage provider directories within their various systems and have looked toward our state and federal partners to provide guidance on how to and who should maintain up to date and accurate information. We look forward to partnering with ONC as they lead this charge.

	101
	Table 14
	N2. Refinement and Adoption of Standards and Best Practices – 3: CMS/HRSA/OIG should advance the proposed effort to consolidate/synchronize national credentialing support systems 

	Oregon is currently working on a statewide common credentialing project that is comprised of a program and database to provide credentialing organizations access to information necessary to credential or re-credential all health care practitioners in the state. Implementation is expected during the 2016-2017 timeframe. We expect the data to populate another state project, a statewide provider directory. We would like to suggest aligning the state program(s) with the national efforts. 

	106
	Figure 12
	“Information Flow and Usage” column
	Many of these items are challenging to measure in a meaningful way (e.g., availability of information, easily)

	106
	Figure 12
	“Impacts”
	The items in this column do not seem to be measures.

	107
	Measuring the Flow and Use of Interoperable Information
	Interoperability of Data and Systems: “downstream” uses
	Please define. Unclear how the example provided fits the definition.

	109
	Gaps in Measurement
	Measures should possess some key characteristics…
	We appreciate ONC highlighting this list of important characteristics. It will likely be particularly challenging to ensure that the measures are “objectively measureable and quantifiable”. 

	112
	Table 15
	4) Data holders, entities that enable exchange and other key stakeholders will work with ONC to identify mechanism for reporting of key metrics, including potentially voluntarily publicly reporting at an aggregate level metrics related to exchange activity (e.g., volume and nature of exchange occurring).
	We appreciate ONC’s inclusion of metrics regarding interoperability. Many public health programs already provide this type of information to our funding agencies. We look forward to continuing to partner with our funders as well as the ONC to improve interoperability throughout our jurisdiction.

	163-165
	Appendix H
	1) Public health agencies routinely use data derived from standards-based connections with HIEs and EHRs and uses it to plan investments in public health activities.

2) Clinical settings and public health are connected through bi-directional interfaces that enable seamless reporting to public health departments and seamless feedback and decision support from public health to clinical providers. 

8) CEHRT should be required to provide standardized data export and import capabilities to enable providers to change software vendors.

15) Researchers are able to use de-identified clinical and claims data from multiple sources with robust identity integrity.

27) Data for disease surveillance, immunization tracking and other public health reporting are exchanged automatically. 

29) Query-based exchange should support impromptu patient visits in all settings. 

35) Individuals have electronic access to an aggregated view of their health information including their immunization history.

44) Providers have ability to access information in PDMP systems before prescribing narcotics to patients.

50) Population health measurement is supported at the community level and includes data from all relevant sources on each patient in the population (including information on births, deaths and occupational health hazards) and is accessible to providers and other population health stakeholders.
	We support these public health and population health use cases and encourage ONC to continue collaboration with public health stakeholders to develop standards for testing each of these. We look forward to collaborating as these use cases are refined.

We recommend the abbreviated list presented here be prioritized for public health, and while we understand prioritization of the full list will include other stakeholders, we’d like to see this list prioritize as follows:


2
27
29
8
35
44
50
15
1
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